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Ztelot=s AL inetd 2 HE0l QLS HE Q=222 HAZo0F T=Xl ZHHA ol

H=2g Adstn A3s MASHC. stand-alone 2ZE0A 2 HI2E HEXHOZ 2E06t=
A HlWEHH SHLUSl inetd QIABARZ AlAEIO MY 2EEE =QIC.

=2 inetd= U2 22 Adsl=0 ASZ X2 chargen, auth 2 daytime It 22
ol West Z2E=22 2E 2elstt.

0] &2 inetd 2l D2 B82H FENW 2o SEL &8 WY /etc/inetd.conf MHX

CHELCH

23.2.2 2%

inetd = /etc/rc.conf AlIAERICZ XD b, D128 22 jnetd _enable &2 "NO'2
KN

StElC
AAC O UXICH sysinstall 2 B0t T2EE Z2H02 SFHGIH S AME =

r

[
et
0x
o
O

Jetc/rc.conf Ol CHS 1 201 d&s6tH 22L& Ml inetd & 436l L

inetd_enable="YES"

cC

4

inetd_enable="NO"

rr

HCHOV jnetd_flags 822 OE 8N S8 netd 0l 228 %= UL

23.2.3 380 ctel g8

inetd JH2:

inetd [-d] [-1] [-w] [-W] [-c maximum] [-C rate] [-a address | hostname] [—p

filename] [-R rate] [configuration file]

-d
CleHZ ADI.
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-W
e MHIAW TCP Wrapping HIIQOI2ES2).

-W
inetd Ol LHEE WS MHIAN TCP Wrapping HJI(JI2&22).

—C maximum
2oz SAN Adg s 28 AHIAS = 22 XXSICH J|l2gte 2H 8t
max—child BHONH=E AIE6I0H AMBIA E2 HMister = UL

—C rate
182 SO oL IPFAZ22H BE = Jses ABIAL JI2 2UE NE;
JIE222 2HIE. max—connections—per—ip—-per—minute IWHBHEE=E A6+
MNElIA 22 HsE = JUCH

-R rate
18 SO MUIADF 2ME £ Q= X2 XIE: D22 256. 2t 02
SHeteZ slEetth

-a
HiolE & EX |IP =4 olUE XNESCH O A 210 IPv4 LE IPve =401
MNEEE SAE 0|21 LXEY AR SAE 0IEE AMEE £ UL B SAE
0|22 inetd Jt jail(8) HEWHAMN 22< M XFHGID 0] AR SAE 0l2& jail(8)
s L XIsHCt
SAE 0|E2 XNEGIH AIE36t10 IPv4 2 IPve HICIE0l = CF 7E M,
/etc/inetd.conf & 2+ MHIAE ol 2 HIQIEHS HEE TEZ EIY AEZI}
otLE ZR5ICH GIE S0 TCP JIB AHIAE fcp4 %t tcpb TE2EZE HELZ|D}
otLE® Z3HCH

-p

IZ2MA IDE MEY IHEXE

0Ol S8 /etc/rc.conf & jnetd_flags SELZ inetd fl ¥ & £ UL JI2

Ja

o2
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inetd _flags = inetd 2 252 WS MUIAN TCP Wrapping 2 &#SA2l= "-wW'SE
AAEIHCH ZEO0| 9l SMES ol 0l A= =" I A HU

Jetc/rc.conf Ofl LN UCH

ol
g
[
Sl

Note: 21F AHIAEsE HA0l T8 A= inetd 2 2% COl=O0ICH

MEIAE inetd Ot AHMIELZ X2l &tC.

23.2.4 inetd.conf

inetd 2| &2 /etc/inetd.conf WL Z MO & L.

/etc/inetd.conf £ £=&5IH CISD 20| inetd ZZ MAMNNAH HangUP AlSE EUA

inetd Jt 22 2= LA s = UK

H
]

Ol Kl 23-1. inetd 0l HangUP &l 2L4J|

# kill =HUP “cat /var/run/inetd.pid"

23 Wl

]
e
flo

2
/etc/inetd.conf @ ESHS CtS1H &CH:

service—name

socket-type

protocol

{wait| nowait}[/max-child[/max—connections—per—ip—per-minute] ]
user[:group][/login—class]

server—program

server—program—arguments

IPv4 € MEStE ftpd O=2 OMe St 20k

ftp stream tcp nowait root /usr/libexec/ftpd ftpd -

service—name

2 Ed 22 MHlIA 0IS0IC /etc/services Ol LE = AHIA2F 2 XIoHOF
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=l OlX22 inetd It O ZEE EHIoHOF Tl=Xl ZEEtC. ME22

MASHCHH Jetc/services Ol HH S=all0F = L.

socket-type

stream, dgram, raw &= seqpacket = otLt. stream= HZ I8t TCP HI=20| 2t
AMNZEXIC ggrame UDP d&% ZR2EZE 0|Z06t= HI=20 AFZEC0H

protocol

IZ2EE &3

tcp, tcp4 TCP IPv4

udp, udp4 UDP IPv4

tcp6 TCP IPv6

udp6 UDP IPv6

tcp46 TCP IPv4 2t v6
udp46 UDP IPv4 2t v6

{wait| nowait}[/max—child[/max—connections—per—ip—per—minute] ]

MNHIAE

wait/nowait 2 inetd Jt Asist HI=20] NHEQ A3NE HOUHE &= JAseX G=sXE
B0 =CF dgram 230 BN wair SAS AM20i0F T XIS BEE ZE| MYy =0l
stream 23 22 nowaitE MEdOF SCH waite 28 otLtel G201 (A
AAE AMECIXIC nowair2 MZE 28 A0 KAl OI2sS MASHT.
inetd ot Adot= Xtal OI=22 =2 max—child 82 AMEGHH 2888 =
QUL EH O AAEHAE 1022 MEHSUH nowait 10l /7001 & LSHCH
HCHE 8 RUIM S& =2z i HZ2 Hstdte g 882 max—
childfl & == QUCt. OlAH=2 max—connecf/ons—per—/p—per—m/huz‘ei MigtstCh.
0122 gt 102 EF IP =A0HM &8 MHIAZ 22 & HE AMTE 1082
MIStetCh O] &8 E DNOANOIHU DOAOQIX LS elaA AHIQF AN TSt
MHBIA HE BH2(D0OS) YXlist=d S EotCh.
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0l 2SS0 M waitOlLt nowait2 Z4=Ct. max—child 2k max—connections—per—ip—
per—-minute & =& 0|Ct.

max—child @ max—-connections—per—ip—per—-minute M0l Sl AEE EI HE|

MY E 22 2tY38l nowait OICF.
X H&tol 102 &2 U&2: nowait /10 0| Lt.

AHIZ 29 HAS 202 MESD FWM 10 Ktal T2 HAZ
2: nowait/10/20 0| Ct.

Ol= sd&2 fingerd Ol=2 JlE €822 [

010

o 20! 01=EE 1 UCH

finger stream tcp nowait/3/10 nobody /usr/libexec/fingerd fingerd —s

user
user= S& H=22 2%0l= 8 A 0IS0ICH UHEE =22 root RMZ A#EC)
202 fol EL MBHE daemon S ALE X ASHe JHSHE2 JHE nobody R M Z
Aldigl= HE 2 = UL

HZE RIS ZUAS [ tOi=z=s fdote 88X B=2C O=01 inetd 0l 2l ol

server—program-arguments
Old2 Hes AdE W argv/0]22 AMESI= 2AXNE XIEGHH server-
orogram 1t Z &5t &S 8tCH mydaemon —d Ot G380 2telolet™ mydaemon -
d& server-program-arguments 2 gt0l =Lt FAl U201 LR AMHlAcHH

internal S 40|10l AtZStCE.
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HEJ HMZ2ZAD 20 o™ HBLE Z g2 2100

HE 22 S ZBotofl CHal A1Z MX LUALE 22 A0l CHoH EFJ 001 8iCH.
Metd BZ2X= EE di20 =XIMA RoHH HE = AME6tH SZoiM 018 Jtsst
ANEE A28 = UL EF U200 jp-per-munute 2 max—child tHE F= A2 £2
A42+0] Ch

ron

=
E

JI2&8 22 TCP wrapping 2 H UL inetd 2 22 &= CHst Q=20 TCP Al
X

25 C.

-

=S
[

-

42 = hosts_access(5) =S HOIXE &8t

23.2.6 LI AHlA O==

daytime, time, echo, discard, chargen 2 auth= 2% inetd 2l LH® MBIAE HS 2=C0

auth ABlA= UERD NHIA 2SS MSotl) S8 &Ntk €8 = AL

S0 XANIEt 2= inetd(8) =< HOIXIE & 1SHCEH

23.3 NFS

FreeBSD = Ct&sl THE MLAAEH = NFS2 RH
NFS = AIAE0l CIEEclet Te AlA
FH ZZ20E2 HRES 23 AMAEY ItZ2s 22 WeEXdE ASE = ULL

NFS Ot MiZote S8 &8 2 Jlle Us 20k

e AUBtXOZ AIZE= CIOIHE Ol SOl MEHA UWERIZ 2 = DI
HE0 22 FIAAHOE2 O E2 LA S24= AISEHTH

o UESIN US 2E AN RH = CIAEIS MHE T2 2ICH NFS
z 2

NHO & CI2EeE 280 WERKIAZ MEE =

e Z==ZI| CIA3, COROM Ectoldiet ZIP Ec0IE €2 AEelX EXe UE
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HAOA WERZIZ AAEE = UL UIER/KDE Soll K JHel 0lsE 0ICIo

23.3.1 NFS= UHEH sHot=It
NFS &= Z48 S Ol Ol IEZ PHECH B L 0laSl 2210/91E.
S20/9E S A DIAI0 HESO U GIOIEE 220H F=8Ch 0248 IS0l

0| H=otJ| flol 2 I Z2AMASE £8ot) &daior =L

Note: FreeBSD 5.X I M portmap S & 2lEl= rpcbind RE2IEIZ A E UL
JeHA FreeBSD 5.X |SM= U2 MHMS2 2E portmap 2/AEAZ rpebind 2

o= £ 9
nfsd NFS Z2U0IHEZRH NFS MElA RFS XMilot=s G2
mountd nfsd(8)0l RLEMNAN A= NFS OIRE O=

portmapper 22 NFS AHIt AtEot= ZEEE NFS Z2H0IHEI 2K

portmap
ot=5 stlh.

MHIASHCH OlRE fItE0 &

St O &2 F2= nfsiod(8) OH=<L HIOI

M MMAOICEH /etc/rc.conf OIS 22t =AM AIAE0l AIEE [
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portmap_enable="YES"
nfs_server_enable="YES"

mountd_flags="-r"

NFS MH IOt &3t ™ mountd ot IS22 &

02

& Ch.

22l0IHE9 Jetc/rc.confllle LIS SH0| 6L

nfs_client_enable="YES"

NFS 2 B2/ HMIYAIAHS /etc/exports LA Ol XA SHCE. /etc/exports 2 2+ 2421 0fl
SRE = AL (T HAIOl Of IHY AIAEIN EZ2ot=X B2 et OIZ A ol M
HE A0l WEAIAEN EZ2otekl 82 85 ANEY = UL 0 Lo A=Y =
U[= ChYst SE0| UXICE HIIM= E IHXICEH AZ ST exports(5) =L HIOI XMl A
UE SdEs &ddg = AU

O] € JHOl /etc/exports HEZ| WM ULk

HEE2 Y22 2EU UEKTD A0 et Xt O3 dlde THEAIAsES
HEH SRot=Xl EHECH ME S0 AH 22 =i (=22s st ZHel 0182
SEC)S AL ULt /etc/hosts IOl HERIIE A= 3 HE OIH AU /cdrom
CleEHCE BRe. —ro Edidde WMEAIAES )] 8822 ZREtCH 0 21
20 &3 AAE2 BRE 0] DFEAIAES M X HEEY = it

o =2 o I-
OI2E ZOEZ ASE =+ U Sl UAl Eolld AME L=EE2 = It2E & =+ SN

Ct.

=
re
m
S
M
[
U
ol
rir
[wl
e
o
o
a
=]
[0
Im
ol
Hn
I
o

/home -—alldirs 10.0.0.2 10.0.0.3 10.0.0.4

ChE ctel2 /aE SRotJl 20 GE =M SctoI¢E 2 tHot M AIAEN §2

o
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=}
a

. —maproot=root E2cl 1= =2 AABIC root FMIt root & SHE W AIAE
& = QU BHCF —maproot=root ZEHIF QUHH SMHIE |23 A|AEI9| root

XD UOete S7E LEAAEE =83 &= 8l

(T AT
0x

o
mo o

/a —maproot=root host.example.com box.example.org

SclOIHED SR MEAAEH ZZotdd® 22401HE= HOIES JHXIL JA00F &L

/etc/exports L0 ol= S2I0IHEES

/etc/exports Ol Al 2+ 24212 MAAAE GILIE S =
A SAEE=E MIYAIAEH EZ stHA T&EE £ 1D dtLe JI8 AEe]
OIS S0 /usr Ol otLISl HILAIAEQI2ID JIAGIH 29 /etc/exports = S &0t

L Che

/usr/src  client

/usr/ports client

otLtel IWAAIAE /usr0] 22 SAE clientll & 2lelez

0K

2 &0

30
o

. O &&l

# src 2 ports £ client01 It client 02 0l 3= 6HXIEH client01 8 root &8tES H=LC.
Jusr/src /usr/ports —maproot=root  client01

/usr/src /usr/ports client02

# client H&I2 root &S XD ANA /export 2 0= ROIE OI2E & £ UL
# ZE AIEE0| /exports/obj & &J| A&2Z OIRE & 4 UL

/exports —alldirs -maproot=root client01 client02

/exports/obj —ro
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/etc/exports & £=AE MHOICH mountd S M AlZoHA BHAS WHE
01232 mountd Z2MAWHH HUP {SE BLHH & Ch:

Bt o
—_ O

HOF =ICt.

J
njo
]

# kill -HUP ‘cat /var/run/mountd.pid’

g2g 2RIt gt M R2EotH =P FreeBSD 2 2= £&=

0
Jor
ol

# portmap
#nfsd-u-t-n4

# mountd -r

NFS Z20IHENA OIS HE=2 AMEHT

# nfsiod —-n 4

OlHl &z 3 MPEAIAHZS OI2E & = UAEE 2= =HIJF ZIACH O W XA
ANH 0182 serverld Z0IHEL 0IE2 clientt. |2 WAANAEZ AHSZ
OI2E oStHLE &322 HIAEGC oted™ Z2H0IHENA rootE CI8 FES aldistCh
# mount server:/home /mnt

0] 2dE2 MU /home LIEEHEIE Z20IHES /mnt 0l DIRE &L 2= A HO0|
HEoOH Z2I0IHES /mnt A AMBO Us 2= IEE 2 £ UL

ZFEIt REE HOICH A MIYAAEE UHS2=2 OH2ESHAY /etc/fstab IHL 0l mHY
AEES FOFStCh K01 Ol MIJF RUCH

server:/home /mnt nfsrw 0 O

fstab(5) D= HIOIXINAM OI8E = U

rr
o
rn
0o
r
nio
Het
o
4
$0
[w)
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23.3.3 &EH2 AIE

NFS = &HM=Z %0l AISELC 015 S e 28Xl 4= OfeHol HRUCH

n

]

e F [Ho AN COROME Z2Rot== ZFaHU CHE 0ICNH(S2TILE HIY)
8ot JtE o e HAo ~2ZERUE

o g UE/IANM RE |2 & CUAEHIUE HEE SL NFS AHE ZEGHH
Ot ®elg A0IC Ol & CdHels WESAZ 3] = A W20
10F O™ IIAHOIEN 200! dlHet: &4 22 & CHE2E MEE =
ULCH
® Z [Hl AN /usr/ports/distfiles CIZECIE SR &= JUCH O e
HAONAM ZES AXIoHor S0H 0] HEHoZ 2420 Hall 4AE UR2E &

/host/foobar/usr 0l U= AN E26tHH amd HH E2RE /usr2 SAE foobar O

OI2E ot== &tCth.

Gl 23-2. amd & 37 Cl2&E 2| OIRE

showmount G822 ¥ SAEQ 0|2E £+ U= OIREE 2 = ULL WHE =0
SAE 0|8 foobar 2 OI2EE Bl fdll OIS HHS AMEE == UCH
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% showmount —e foobar

Exports list on foobar:

/usr 10.10.10.0
/a 10.10.10.0
% cd /host/foobar/usr

GIMINA 2AS0l showmount = /usr€ BRE A& B0 FCh. /host/foobar/usr &
ClaEeE HEolH amds SAE 0|2 f
Cl2lEelE OIRE Stit.

amd = CIS 222 Jetc/rc.conf Ul =160 A& AJEEZ AI&E

1
50
[m)

amd_enable="YES"

i
QO
3
o
==
o
1
s
O
N
it
A
10
Iy

FINOZ AMNEEXN EHNE amd_ flags S&
P

amd_flags= 81 20| d&E& 0

amd_flags="—a /.amd_mnt —I| syslog /host /etc/amd.map /net /etc/amd.map"

ro

== LEE2IL OI2E 2 M2 D2 84

=2
amd 2 & JtXl D5 Jlss E2&tth

o

b
lo
o
O

/etc/amd.map It

ro

/etc/mad.conf IIH

o o

fo

A2 = amd(8) amd.conf(5) %< HIOIXIE &S}

ISA PC AMAES SF 00 Jt== Sol NFS o 2H&
£ JHNILD ACH OHOHSHH & FreeBSD Of

0g oll
Jtow
ol
-
m
°c
pa
52
pa
=
m
I
@
@
w
O

(FreeBSD)PC AIAE!O| Silicon Graphics Lt Sun Microsystems 0 2tE D& S

TAHOEDL HERIZ ABLJAS M 0 SHOF A LMSEHCE NFS OIRE SHE
St % I SHE 43X0IXICH ThE A28l HHHA 2

MBI 201 ENNH S22 6tXl Z=Ch 0l 2HEs 2e2t0|¢

0
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ANABOIAU FADAHOELY [ ScOIHEN ZASHCH 0 SHIt 2dotH S240IHEE
eHEoHH R U2 += A= L-O0l 8t NFS SHIt 2SI X &I 20 =8t
LHS ScHOIHES M SEHOF S0 "Z2tet" HZ M2 FreeBSD AIAEN DEs
OISt JI=E =018 ZXIE 0l Oleiot 2otXl &l ot 2test &XI0JF UACH

A =

NFS A2t S2201HEI TE UWERAIDN A= M TE 2SHIL ALH 0l F Rt

Z2st UDP HE2E eIt 228 ofoFE ] X E28 AFSotAl 28t

CtE GINMOIA fastws 2 D&s FAIAHOE SAE(AHHIOIA) 015011 freebox =
M= 0lHY HEE It FreeBSD AIAEIS] SAE(QIEHOIA) 0IS0ICH &
g

Hoz Z28& 1] /project= 20U ENA

ro

0K
Mo 40

Clattefel OICt. OI2t 22 &R hardUt soft el bg 2t

FOHEQ 582 O SclH0lE0l 2+ A0l

my

FreeBSD AIAEO|(freebox) 2ct0IHEQI freebox 2 /etc/fstab OlA= CHSF &CH:

fastws:/sharedfs /project nfs rw,—r=1024 0 0

freebox OlAl & & 012

m
02
0y
o
>
)
ol
W
2
[w]
0l0
02
0y
o
[
02
o
[w]

# mount -t nfs —o —-r=1024 fastws:/sharedfs /project

FreeBSD AIAEO0l MEH Q! fastws 2 /etc/fstab 2 Wl Hl= OfeH 2t &2 Ch:

freebox:/sharedfs /project nfs rw,—-w=1024 0 0

fastws HIAl && OI2ESUH s ¥Y

o

AtE

o

Ct:

# mount —t nfs —o —w=1024 freebox:/sharedfs /project

He 2= 16HIE OIHY Jt== &4012 X001 AJ100 #12 HEHol 8ol S&&C

Korea FreeBSD Users Group - 15 - http://www.kr.FreeBSD.org/
KFUG



FrecBSI) § /oo Free8sD

<rick@rickinc.com>

SHO 2dotHE 0™ 20| &dotd o oHEE = A=Kk £ZHotH, NFS = LEHHL=Z
kol "E8" AJIg SXEHH X2 20|12 ZA2=2 S&EE £ UX L. = ol
IHZ!I0l CHEE 1500 HIOIED|I HHE0l NFS "25"'2 &% HS 2E0AM ofthel £X 0l
SIXIEH Ol JHel Oy W22 UsO0A 22 = I ZEdlA 2Et8e2 EEE
R0l =t Dds FTAHOIE2 NFS RS FAdots IS zUe 20 X=0
2! 2tAES ZYotA StuA WEWHD. Mg IIEI A= SAEN 018 A0l 88E =
S2E 30l ChAl ZEEH AFEDI| &l LSS0 BYW T30l 22 |2 0™ I3l2
etstth 0f Z0 FIAHOIE2 EFS 0t T CHAI AIEGHXIEE 8K 7SR HHME CHAI
ANEZGHA &0 0 BXts A= gr=&0h

S AJIE ol T2 3J| OlctZ Mstolod 2&al 2e OlEY! HZ0l W& AEE
Ulotyd 282 5218 = UL

QHEE N4ds |AIAHOIE0l PC AAHCZ HOIHE EUHE H=S Yg = UL
O £2 JIEWAMZ NFS &= 0led s 26K =0 QU0 Yot IS
o

g2 72 M 8850 22 = W ZgollA Z =0

[[olI
o:

23.4 NIS/YP
23.4.1 NIS& R010?

HER3A 2 AMUIAE UEIUWE NIS= RYA (A SunOS) AIAEES SA0A 22Io|
2ol Sun Microsystems HlAM JHEGSIACEH OIXl &g HEFEOl T F2 T2 FEHA

AAEES0| NISE XI&8tCHSolaris, HP-UX, AlX, Linux, NetBSD, OpenBSD, FreeBSD S).

_|(_

NISE &ci 222 HOIXNZ HARKE &2 2HZE Sun 0l OIS BFREULE O K&

E0=(yp) OHAE S ASH D UACH
NIS = NIS Z=hIelel HalS0l etdel &8 2 =S BR7otES ot RPC
Sc0IHE/MB AIAE0ICH et AIAE 22| Xi=

= kS
Sct0IHE ANAES 23806t & R0A €8 HI0IHE =0t &M =88 = U

OlX & Windows NT SOl AIAED HI=G6HCH WR AR 32 G2Xet JI2 s
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S otlh

Ol

23.4.2 21 A00F & EW/Z2AIA

[ «=oloF == Kdd JtK S2E =X

un

FreeBSD £ NIS A LI NIS Z22t0|HEZ &t
TZNAL S0 JACH

0 &3

NIS OtAE M2 RLE Zet0IHE=(Se01E MHE E&56HH) NIS
NIS 0! 0l | =02l 01§ It RUCH Windows NT L0l OIS Bl=cotd
NIS el OIS NS o O H2tT GlCH.

RPC(NIS Ol Al2dl= UIERD Z2E20 2 T ZA|
Soll0F S Ch. portmap 0 &8 S0|X Z2H NIS A
SIHLE NIS Se0IHEZ AISE %= QL.

o
ol
S
10
%

portmap

[==
M
>
02
fuor
Im %>

£ NIS MO0 HZAIZICH ypbind = AIAEWA NIS
2H0tA RPC E AFZE0I0 MHHO0I HZ8HCH el

ypbind = NIS 30N SctOIHE-AMH S4I2 #HY0ICH 220l
E HAOA ypbind 2t EXIZCHEH NIS A0 &2

=z
(=R )]
2
I
9

in

(=)
o
nio

ypbind

o

R NIS AB{OIASH AAMEICEH 012401 NIS M ZZ MIACH
ypserv(8)0l =&C+H ==
ol 0l BOHE ==
ypserv ZotE MHIt S/UACEHE OE M
JHXI MO AL I8 0l 2HE HZEE = U= LS LdEH2 A
H Z2MA(E= MH &X
AE M AIEGH= 210ILCH.

ot
1

s0

rr
&=
&

=

T

x

==

S

0

[w)

P

il
1A
rir
mw
S
Q
Im
2
x
<
©
O
5
a
[H
HU
>

NIS OFAE! AMBOIAEH &8HoH0
EWMN SOt NIS THAH
=0 ALK EF=EUE TNE

;

OIPES MARKEES HAEGHO

= OE ZZHMA;NIS Scetoled
AN o= dl=o0lCt. Ol

rpc. asswdd
be-yep B MBiol 27015t0 22}

NIS 230l 3 72 SAEDL QUCH OtAHE KB, =02 MBI 2 Sct0IHE. MH=
A

SAE 23 J2E YU ME¥ols MEAXNE SHEtL. OlAH AHe Mg +=
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QUEZE 0| AEBE JIAND UK SHO0IE AHE 0l E2E HESZ 0|28t
SC0IHE= AMHZEH 0] 328 HB20F S&&HC

0] Y482 0|=ot Cidst Y 32E 3R)e = QUL master.passwd, group I+t hosts
0] dEtEo=Z NISE Soll 2R&0. B2 0/ IHLUHAM 22 2= Jes FEI HRs
[(HOICH 22I0IHEE= NIS AB0l 2A6HA &0 AE HI2=(HZH)SHT.

23.4.3.1 Ol B%

® NS OIAE AH. Windows NT = S0 HEE 2 SAEH 0] MH=E 2 NIS
o) Q 1 AW U= passwd, group
Jdelld Cts O 12 NIS

Note: H&! StCHOL GtLE Ol&tel NIS =02l OtAE AMBOF & = RUACH Lt
HIIME A28 NIS 882 USRI H20 0l wMulMd=s X &=

® NS =d/0/E AH. NT H THel HESH2 =8 NIS =dI0I2 M= NIS
OtAEIS CIOIE It SAtES 22l8tth NIS £dl0l12 NMbs SR8 &3S
HHoZ M36tD OtAH MHE 2EE 2étot=0dl =301 &0k NIS
SH0IHEE &4 S22 SEot= NIS AHU 22510 6I[0 =012
N €& =t

® NS Z2/0/9E. HREZ2 Windows NT /IDAHIOIEXE NIS 2Ct0IHET
279! atI] ch NIS M e1Z0l 2LottHE= Windows NT I3 AHIOI& 2
1

|
220U M= Windows NT S0l HEE2{9 21E).

w4

Ol

23.4.4 NIS/YP At

Ol A= MZE NIS &8 43= 4dYstlt.
Note: OlH A& FreeBSD 3.3 L= 0|F2 HEZS AISSHCID JHE ST
OIIM HdY06l= LHE2 3.0 01F2| FreeBSD HEUHA S&ot2A X0 &A6HK =
&2 Ct.
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23.4.4.1 A=

HAZ0l et &2 HARAO 2telitet] JHESHCH 15 el FreeBSD HAI2Z O|F KA

0] ARAE2 &M S 220t DA &£ ULH 2 HAI2 2 X2l Jetc/passwd 2
/etc/master.passwd £ JIAID QUCH O MYS2 £=292 N2 SIISEHCH S M

ALRAN FHME FOtotedA™ 1502 Ol
Sl 20l 27Aae Hal & HHE AHE AFSot0 NI

x
Q
o
o
[y
(%))
@
LRI 1
>
gg
%
o
n
O
o
0
=
g
oY
%
o

(etM HRale 882 O30 HI=x0otCH:

HAl OIS P = Hal SH&

ellington 10.0.0.2 NIS OFAH

coltrane 10.0.0.3 NIS &d0l18

basie 10.0.0.4 WAMES FAAHOIE

bird 10.0.0.5 Z20|HE HA

clif[1-11] 10.0.0.[6-17] CIE Z2c20IHE HAS
S22 NISE &3 HE0ItH HEN M dIX Mol 2= 2201 £CH NISE
MASBII| ol 228 AFE0l L0F X &£ HEW UWEKZA AJI0 Uold= 2 & 6HAl
=Lt

1.NIS &=0e! Hg &

0l 015S AtEdtet= “EHIQl UIZ”0l OLLICH H2US| LaHA "NIS E0el Wi oIc
2et0IMEI NHUIN HE2E QA6 Pl B2EAHAES [ KHA0l £5h= NIS
SHO WYE EST0 ACH M2tA stL WIEAI 02 Tel ABF AS
HE NI QES XMelgXl 2HE £ UCH 20l A= SAEE I88 & £ U=

Ol§E NIS =hleldgez M=

0l =HMS2 NIS Thel 01822 e ZHes d=ett. WERAD 2HE
2t A

e i stAacels = AJ 20 2FotX =0 NIS Z0e 0182 el
;

HEKIUNAMN SLoior Z0 A O5S £8ol= 01501 S0l ME S
SN0lA Ol==2= "acme-art" NIS TS & ZHO0ICH Ol WXMOWAME test-domain 2
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SEFCD DS ST

Jdeflt ™ 2HMA(S38] SunOS)= NIS =0iel 01§ HY ZHe 0ISME
ArEStCH UWIERATU A oLt 0latel A0l Olefgr MetsS It QJACHHE NIS Z=0el
Ol§22 Q- Zolel 0IS(DNS)S ALEdH0F E L.

2. ScIEQ AH 27 A
NIS NHIZ AtEE OIS Seg [ 2 JtXl RSIASH0l UCH NIS THSH SHIHA Sast
| of

A2 MBiol 2st 2c2t0 zd 0ICH 2201 EDE NIS &0 AH 0l
HBY == QU I8 HdS AMEE = QU |RHAY I8 22 BF2=z HRE=2
ANAEOl AIESZ FXE0 Ol A= M 28 oAU HLEE22Z AtEotH
HA2 SEHOIA HHMIGHOF Lt EcHEOl Ot &otA 2 UWERIeH OE
KBIAN AtEStE HAWST NIS MHE =8 = AKX NIS AHE AISE == 80
T 2= NIS Z22U0IHET ALEGHA R&tlhe XS 260k &L

N
@
~

A2 NIS AH

SE NIS BEB= nAEH2Z SAZN NIS OtAH At 2= otLt2l oAl
MEEC M2E M&Eot=U AF2EE CIOIEHIoIAE NIS @0l2t1] StHCt. FreeBSD 0l Al
Ol e /var/yp[domainname] 0l MZ&EZ D [domainname]2 NIS &0l O|SO0ICt
SHLESl NIS MBHOIA 0l2d JHel =miels SR XIE &= QI =20 XdZ= 2
CHe €2 ClEE2IE JHE £ JACH Wetd 2 SHoI2 XHAIpel SEX0l M JEZE
JHEICH

NIS DIAE 2 SdI0IE A= ypserv Q222 2= NIS @ES MO SHCH ypserv = NIS
S2H0IHES QAN SEotl, LEE THeIY B 0SS HEsH HIOIHYOoIA Y

ZBZ22 oot GIOIEBIOIANAM Sct0IHEZ HIOIHE CHAl SHEHLH

[NIS At &3]
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1.NIS OtAH AH &3
NIS OHAEl NHE &F5ts =
RE AS XY WS 2E A

T

FreeBSD Jt X clstCh.

X2 ool H&AF0ILD SH0 Wt CH=C. FreeBSD = NIS 2
/

etc/rc.conf Ol IS 2telE F=II6lH LIH K=

@ nisdomainname="test—domain"

Ol 2tel2 UWESRID SF0 Wet NIS =02l 0I§E test-domain 22 & & &HCHIH
).

= el
T o

o

@ nis_server_enable="YES"

Ol ctel2 UWERKAIL ThAl 25 & [ FreeBSD Jt NIS MB ZZ2MAESE AIESHCH

® nis_yppasswdd_enable="YES"

IXE AA0A PS8, SctOIHE HHANA FMIF O52 NIS HAREESE HEE

—

o

4

UHA St= rpc.yppasswdd U222 &4 3HEHC.

Note: Oici=2l NIS &0l Wt O X2 AESIE FItoiOF =T OtcHel NIS
SA0IHEDL EJIE ot NIS MBI tiet AE0A SH AtAlsl THECH

OlMl #IH SMOUHA /etc/netstart HHES Al =CH 0 HHELS2 /etc/re.conf Ol XNEE

A2 HRE B= AE 448

2.NIS & x=J|5}

NIS &2 /var/yp ClEiH2I0l MZE CIOIHBIOIA HILOICH OIS MEE
/etc/master.passwd II2S HM<2dtD NIS DIAEL /etc CIEEHZIS 4EIIYZ2H
MAECH root 2 TOHE 22IE HEQ IHAREE NIS THAUUHAM 25 MHZ & IFAIZIDIX]

0

\_

M= 20| 2oty orMGtE=2 NIS B2 =J|stot)] &0l G2 WES Metor sttt

Lo -

# cp /etc/master.passwd /var/yp/master.passwd

# cd /var/yp
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# vi master.passwd

NIS S2H0IHE=Z MIAIDIIIE RSHK 2= HE(ME S0 root 2 UID 0(s+IH M)l Ch

HE)YN 22 A AMAE HAH(bin, tty, kemem, games S)= AHMISHCH

!

Note: /var/yp/master.passwd = 1EO0ILI CIE Arg

chmod @& 2 AtEstLh.

un

Ol eiXl RIS (2E 600)

True4d SY A= ypsetup Ol2td SHCE NIS OFAE 2HE MAHGl= 2022 ypinitdll S& -
S WS MM ol {12 SHAHE 0|0 x=&Hs 22 2Fotl CU3SS

ellington# ypinit —-m test—-domain

Server Type: MASTER Domain: test—domain

Creating an YP server will require that you answer a few guestions.
Questions will all be asked at the beginning of the procedure.

Do you want this procedure to quit on non-fatal errors? [y/n: n] n
Ok, please remember to go back and redo manually whatever fails.
If you don't, something might not work.

At this point, we have to construct a list of this domains YP servers.
rod.darktech.org is already known as master server.

Please continue to add any slave servers, one per line. When you are
done with the list, type a <control D>.

master server : ellington

next host to add: coltrane

next host to add: "D

The current list of NIS servers looks like this:

ellington

coltrane

Is this correct? [y/n:iy]y

[..output from map generation..]
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NIS Map update completed.

ellington has been setup as an YP master server without any errors.

ypinit = /var/yp/Makefile.dist Z 2 & /var/yp/Makefile MASHCH O] IFE2 2% FreeBSD
HASZ A2 NIS AH EHS 22ttt 2bF6H0. test—-domain € £dl0l1E ABHE

JFXD AI| WHE0l /var/yp/Makefile & =&adll0F = Ch:

i
>

Q

ellington# vi /var/yp/Makefile

CtS ctelol =4 Ml D UK Z=C0H =4 Xeloior = Ch

NOPUSH = "True"

3. NIS =dIoIE A &3
NIS &dI0|E M 832 0tA
Ol ™ME /etc/rc.conf & =HSGICH. 7Y &t &IHA XH0IE

AE3t= 20IC -s 6

FIO

ypoinit & AE M -s S8
b

NIS OtAESl 01501 226t W20 &N 22 s

coltrane# ypinit —s ellington test—domain

Server Type: SLAVE Domain: test—domain Master: ellington

Creating an YP server will require that you answer a few questions.

Questions will all be asked at the beginning of the procedure.

Do you want this procedure to quit on non—fatal errors? [y/n: n] n

Ok, please remember to go back and redo manually whatever fails.
If you don't, something might not work.

There will be no further questions. The remainder of the procedure
should take a few minutes, to copy the databases from ellington.
Transferring netgroup...

ypxfr: Exiting: Map successfully transferred

Transferring netgroup.byuser...
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ypxfr: Exiting: Map successfully transferred
Transferring netgroup.byhost...

ypxfr: Exiting: Map successfully transferred
Transferring master.passwd.byuid...

ypxfr: Exiting: Map successfully transferred
Transferring passwd.byuid...

ypxfr: Exiting: Map successfully transferred
Transferring passwd.byname...

ypxfr: Exiting: Map successfully transferred
Transferring group.bygid...

ypxfr: Exiting: Map successfully transferred
Transferring group.byname...

ypxfr: Exiting: Map successfully transferred
Transferring services.byname...

ypxfr: Exiting: Map successfully transferred
Transferring rpc.bynumber...

ypxfr: Exiting: Map successfully transferred
Transferring rpc.byname...

ypxfr: Exiting: Map successfully transferred
Transferring protocols.byname...

ypxfr: Exiting: Map successfully transferred
Transferring master.passwd.byname...
ypxfr: Exiting: Map successfully transferred
Transferring networks.byname...

ypxfr: Exiting: Map successfully transferred
Transferring networks.byaddr...

ypxfr: Exiting: Map successfully transferred
Transferring netid.byname...

ypxfr: Exiting: Map successfully transferred
Transferring hosts.byaddr...

ypxfr: Exiting: Map successfully transferred
Transferring protocols.bynumber...

ypxfr: Exiting: Map successfully transferred
Transferring ypservers...

ypxfr: Exiting: Map successfully transferred

Transferring hosts.byname...
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ypxfr: Exiting: Map successfully transferred

coltrane has been setup as an YP slave server without any errors.

Don't forget to update map ypservers on ellington.

Ol Ml /var/yp/test—-domain Ol2t= Cl2IE 2|0 ML AT NIS OFAE ABS
ClglEelol SAIE N QUCH el =20 HBE A SOolEstth. s 2t
=018 MBSl Jetc/crontab Ol =DJt6H0 &4 AOI0IE & £ QULCH:

2
(=)

o

e
un
nio

20 * * * * root  /usr/libexec/ypxfr passwd.byname
21

*
*
*

* root  /usr/libexec/ypxfr passwd.byuid

o
all

=
|>
o

Ol Otz SR6tJ 20l OtAE MBiE NIS 8O0l
ATetth, Olel AEeIDOF E=HO0|X XIS ZHZ Sl
(3]

2 CIOIEDL &4t 23| =X A= A0l X2 Ul

O
>
o o
r&"

e
0L
%
2
Im

0

OfH
FO
ol

tCt.

OlMl =diolE2 MHUIAM NIS MHE CHAl A& Gt= /etc/netstart S &S =& stlt.

ctol2 OtAH AHHe @ =dI0lE A @S S)Istett. HAKE 2= A
sl

23.4.4.3 NIS 2cH0|HE

NIS 22I0IHE = ypbind O
&tCH ypbind = AIAEIS D]
HERKIAUWAM RPC 2F E2CE

i

AME5I0 EF NIS AHS HIQIE(ZE)0lete HE S
|9l (domainname 3oz AF=NZ2 XN3A5tn 22
=

£ AMHECH 012 2F0l= ypbind It BIQI= Gted=

in
=2

W
|

COe 01§ XN&Es&eth. Fotd Y= eSS

IH2le =4IGt0 SEo6tH ypbind = MBS FAES JISEICH o Y AH(HE SO
StLESl DFAER2 O THel =elole)lr SE6t8 ypbind= H BHM MBS FAE
ArZECH M 20l E= 2BE NIS 23S 0l MHZ XIFSECH ypbind = &
KB 28 Al "ping"'s 220 SF Al S ping Ol tiet SE0I 8ttHH
ypbind = S0l 8lS2 HEAlIotLD OE NHE &ol EZEHAE S AIFEHC

23.4.4.3.1 NIS 2ctO|HE &3
FreeBSD Bi4IS NIS Se2t0IHEE &Fot= 202 OtF H2AH0IC.
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@ Jetc/rc.confll NIS TOIQl 015 &6t UWESRIAI AMEE W ypbindJt

NHEETES OS ctels FIHetth

ol

nisdomainname="test—domain"

nis_client_enable="YES"

@ NIS MHWIAM JIssdt 25 IHARE AHERIE BH0I2D| ol /etc/master.passwd
ol 2= RME AMGHD vipw2 CH2 ctols T ol OFRISHol =JHetCH:

Note: CIS 4QIS2Z NIS MB12l IHARE Ol HEHOl U= 2= A SO

B0l = &ICH CS cetels HBGHH NIS S22U0IHEE EFot= Hed JHXl
UCH O KMt 2= OteHel netgroup MEE =20t HS AHAISH

MN& 2 O'Reilly & Managing NFS and NISE &Ck.

Note: /etc/master.passwd 0l =48 8 JHS & AHAHO| JAD 0] HAES
wheel 2E010{0F TICEH NIS Ol 2HOF JACHH O HE2=2Z 22 HA
ZCI6HA root Jt & = =&SHCE.

® NIS MHOIA Jtsdt RE 8 HELCIE 20t M /etc/group WU TS
ctolsS =Itetth:

U

==

o EHE
2101 Ct.

mg
:

= ypcat passwd & A &6t NIS AHSO passwd HS EFDNE £ US

BE 22 M 622 el 0§ 210 JAUH 0l RME ypserv(8)0l RPC E
AMETIH HHAZL NIS HE HAg = ULt CUSEHX L2 EHHEAZS U 2ol
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ypserv(8)& XI& &

AZE T ypserv(8)

SAEQ HIE £+ JUEE XNetot= secure
=3

/var/yp/securenets 0l A securenets & &

nets JIs2 K&

2 ol |.
= 21 .

o

Ct.

Note: 0| B2 HAL —p €22 XNEE =20 =& 0 o=
HER/RZD €80 SHO=R LUSHE UWERI tAIZ 0IRHE AEL[D}
ZEE0 UL "#'2=2 AlIXGt= etelg =40l M8Z securenets Y&
CtS1 dHi=g 240ICH

# allow connections from local host —— mandatory
127.0.0.1 255.255.255.255

# allow connections from any host

# on the 192.168.128.0 network

192.168.128.0 255.255.255.0

# allow connections from any host

# between 10.0.0.0 to 10.0.15.255

# this includes the machines in the testlab
10.0.0.0 255.255.240.0

HE 2r=0H ypserv(8)= BE F
L

0
H SAEQ HZO0l= oIE&tC.

2l ypserv 2 12 Wietse Venema 2| tcpwrapper Ii2|AIE X &

22| K= 82 MOl /var/yp/securenets CHAl tcpwrapper &8 1

Note: Ol & JtXISl &2 MO HZAHLIS=2 0101 XNE=

/var/yp/securenets € AIEdl= AHE=E 2elE TCP/IP € AlE3dl= 8 Y8 NIS
L

SA0IHEE X &otA =& A0ICH 0l & oY A2
ALS

B2EHAE FAE A

l__

= XMclgtth. =201 S0l

INKIE 215 Y210 /var/yp/securenets

rol

tCH et M

MIZotXIgt "IP spoofing” S0 Aot 2= NIS 2l EcHEH2

HEEZE 022 UHEC. 0 =X & 2 Jkle S240|HE 482 HIEolA =83
= AKX 02 ZHMeE SU0IAHE AMARIS AFESHA =otHLE
/var/yp/securenets & ZJ|oll0F € 240ICH
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AMNHOUA 2eHE TCP/IP 2 /var/ypsecurenets € AIEdl=

=
Fotd Alet HWIEAZIUA NIS JIssS &4ot= &el0l &,

EtZ0t=0l 2 &3 XNgE &= UL 5ol A2
MBIOIA & 2totCh oLk Ol&atel 2
ScH0IHE AAEO0l NIS £el0lE AMBZ FHelE BEUES
ZH=Z Htel= Stit.

23.4.6 2120 A S =M M AIZIII

I PAI0l basie 2ts W XBO YTAH0IE UCHD IFEECH O HAS NIS
COHQIA HAE HES 2D DAL NIS MBISl passwd TH0l D &Ha42] H = 0|
2= YUCH O 5% E2 AN

NIS CIOIEHIOIAN HEOI JACete HAW 22 =+ QU o= -0l ALt Ol
ZHE SU0IHE HAQ /etc/master.passwd I 20 210212 S EGSHA 2= |FMHL
Ol8 -username & Z=Jt8tLt. vipw &= /etc/master.passwd HE S X A= +=E0|
ZUH U522 MARAS CIOIEHHIOIAE ChAl 2E68I22 vipw & AlEols 2101 £C.
HE =0 basie 0l 2¢2lct= | bill 0l 2QIGHA ZotH otedH TS EXE WGED
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basie# vipw
[add —bill to the end, exit]
vipw: rebuilding the database...

vipw: done

basie# cat /etc/master.passwd

root:[password]:0:0::0:0:The super-user:/root:/bin/csh
toor:[password]:0:0::0:0:The other super—user:/root:/bin/sh
daemon:*:1:1::0:0:0Owner of many system processes:/root:/sbin/nologin
operator:*:2:5::0:0:System &:/:/sbin/nologin

bin:*:3:7::0:0:Binaries Commands and Source,,,:/:/sbin/nologin
tty:*:4:65533::0:0: Tty Sandbox:/:/sbin/nologin
kmem:*:5:65533::0:0:KMem Sandbox:/:/sbin/nologin
games:*:7:13::0:0:Games pseudo-user:/usr/games:/sbin/nologin
news:*:8:8::0:0:News Subsystem:/:/sbin/nologin

man:*:9:9::0:0:Mister Man Pages:/usr/share/man:/sbin/nologin
bind:*:53:53::0:0:Bind Sandbox:/:/sbin/nologin

uucp:*:66:66::0:0:UUCP pseudo-
user:/var/spool/uucppublic:/usr/libexec/uucp/uucico
xten:*:67:67::0:0:X-10 daemon:/usr/local/xten:/sbin/nologin
pop:*:68:6::0:0:Post Office Owner:/nonexistent:/sbin/nologin
nobody:*:65534:65534::0:0:Unprivileged user:/nonexistent:/sbin/nologin

23.4.7 Y & (Net Group) AL E

e 82 =2 MU HaH SEs 201 2ot 0ld &M E0 & Yge=z
HE3| s AOICH HOUS UERIAIANWAM 212s HAH 20CIcts S8 |SME
HESIES 30t A2 LdHHSIHU 2 HAS 02 =Foi0oF SC0HH NIS 2 = O
&R =Y A2E RotH &= A0l
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2t glth | ME otLt olgel w 80 €&otn A 108 8B ZFE 2102 oS
= sSXg = AL M22 A s FIHI0E Y 08 29 Metet Eolotd =t
MEE2 SME FOIRIOE | MHE otl olael W S0l =Jtotd® =L Oldfs HE=2
2ERH0IN SEEO0ICH O 0l SH2F A0l H2E X Z=C0 " 22 NIS £F0I
MaGHH HEEJCHHE K0l E2S odEotHLE HREoGHI| fAoH ofte =& SF I et
3ot =t

R UM SHH= NS & W OS5 ZIISHEICE. FreeBSD 2 ypinit(8)Jt JI2E2=2 0] ¥E
H-otXl §XI8H WOl HHE = ypinit2 NIS= WS XJEC g WS MdotedH
th=ol Us 8= ettt

ellington# vi /var/yp/netgroup

|J
o
K

SE2 FItetth 222 oMol =8 4042 9 S0l EQotCH 1T A&, T
E

X
i3
0z
e
<
ru
tu
z
to
e
1oL
un

IT_EMP (,alpha,test—domain) (,beta,test—domain)

IT_APP (,charlie,test—-domain) (,delta,test-domain)

USERS  (,echo,test-domain) (,foxtrott,test-domain) W
(,golf,test—-domain)

INTERNS (,able,test-domain) (,baker,test-domain)

® O3 &30l 258 SAEQ 018. SAE 01§ XNFGHA LUCHH 0] AELI=
2= SAEN =F0ott. SAE 01§ NEJUE s S&E Jdcld 25st
g2=2 MAlz S0Jt= 2d0It

® HAES NIS &0lel. 6220l StLt Ol&el NIS &felez S3sh Atg0letH
CHE NIS ZOI0A 22 W 1822 HES Z0Himport)S =+ UL

D_\FDI-9_| OI

uin
s}

-

rr

QUEIE(x)E ELES = QL KHMIEH AFE2 netgroup(5)ES 2L},
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Note: NIS 0RO TOHE S MME 201 AtEct) JAOE S 1OF 0150l 8 H
Oletel =2XHE tXI & =CF. £ =&tk 9 18 0150l
H2AE AMESHE |MH2 A deld 9 J8 018

tS

Ol

10

HE NIS Z2ct0IdE(FreeBSD It OtH)E =2 AdERIS W O85S MOHE =
gltt. BIE =0 & 1&0| 1504 ol&tel AELZE AL UALH
H®E SunOS It 2ME =E8&tth. 156 | M Olotel A2 WU 08 o

dHdol0 Oled Mets Wg = AL AN 9 80l A2 2 8= ZEgetlh

BIGGRP1 (,joet,domain) (,joe2,domain) (,joe3,domain) [...]
BIGGRP2 (,joe16,domain) (,joe17,domain) [...]

BIGGRP3 (,joe31,domain) (,joe32,domain)

BIGGROUP BIGGRP1 BIGGRP2 BIGGRP3

S & otutoll 225 0l&42 |SMIF 2RotH 0 HE S BH=EHCH

MZ2 NIS &S

1]
fon
ol

== ol V|

H
Qﬂ
rr
Y
ro
.l_>
o

ellington# cd /var/yp
ellington# make

re
Q

Ha2 3IJ02 NIS ™ netgroup, netgroup.byhost 2 netgroup.byuser & 244
S Ws olgg £ YseX ypcat(1)2 HMIASHCE:

ellington% ypcat —k netgroup
ellington% ypcat —k netgroup.byhost
ellington% ypcat —k netgroup.byuser

R OBM FEe 2= N ar/yD/netgroup °f LiE1 di==oiof =Ct. & BN EE2
SAEN S8 W 5= NEotAl 2pUH £ Z2UE ddotAl =0 Al Bl 882
88 =M 2AEE JtN=E AEE = UL

ScH0IHE 232 &Yl 2Hott. war AMHE ZEHoHAE vipw(8)2t A5t LS
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OlMl WU & /T_EMPOIA =MIt gt OO war2l THAR S Ol OIE Bl 01 A0
oM Ol |RAMEE 2018 == UL

335l 0l Mst2 &2 ~ Jls 02l 2M 0180 XM ID AOIE Blgtste 2 FEO
MZECH CHAl 2ol cd ~user2 S&oHA 21 Is-12 | 018 el =X idE 20
=04 find . —user joe —print = "No such user"et 28 Z2ME ot AIHSCH. 0IARE
oiZotei™ AHo 2010 sletel R4 ANELIE HASH LE KA HELIE A4 SHOE

= CH

0l 2Hl= /etc/master.passwd 0l CtE c2tel2 FIlolM HZE 5= UCH 0] cteldlle TS

WE0l ZS &0 AN OF =L

+:ii/sbin/nologin

0l 20l "2 HECIE HAHLXCH HEL|NHA /sbin/nologin &2 HAMIGHK 2Z=CH".
/etc/master.passwd 2 S JI2A22 oA INARE ERIS BE ZEE WHE =
QULCE.
FO|: il /sbin/nologin & +@IT_EMP. i ol SCh X ¢¥od
NISOHIA 02 2E | AHAES 190 &2 /sbin/nologin 0 €I L.
OlNE BHZet = M2 A0 IT 20 SHOH NIS ¥ otutet HEotH =0 &0
g 528 MHOWA /etc/master.passwd & ef&l +oooo £ 33 &0] BHE6HH
=gt Z2UE 22 = AL
+@IT_EMP::e
+@IT_APP:::e:
+:::iit/sbin/nologin

Aot Ool K JAHOIEL ctelg O 25 A0ICH
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FreeBSD

:/sbin/nologin

FrecBSD Y 7/

+@IT_EMP:::ieee

+@USERS: e

+olnl

ioll
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i

Nb

=
NMze o Os

FPRAIDAHOEDL 2 SR
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=

IT_INTERN

= UL
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=

O
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I A0 22

iy

O

OH
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=
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=
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Ul

BIGSRV et=
el 28 AJAHO0EZ2 USERBOXE] 22= M B

F

S
fustd

AL
e

ioll

e

=S
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X

&

J
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=
S

oAl 23S &

2A2t2 0

D
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Ul

o

OH

D

ITINTERN

ITINTERN USERS

IT_APP
IT_APP

IT_EMP

IT_EMP

IT_EMP

USERBOX

BIGSRV
SMALLSRY

oll

21

ol

3+
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a1
&0
ol

i

OICt.

=
[

2otI]

ol
=

EME

ulJ
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=
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JU
R0
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o] e

ol ALl 2 HAIS /etc/master.passwd
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= UCH

oll
ol
Ok

ol
D

=

0l
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E HAIOA O EHARE ZWHD CIAl 29| /etc/master.passwd & =& & ZR=
Ch. O KHAISH 8122 NIS &2 8ol M HOHE 5= JUCH oI & JHe OIoICIHE
Jist O AlLt2I0 S= 5 E & OlXMIE QUCH.

(=]
4
H
BA

-

Y

# Define groups of users first

IT_EMP  (,alpha,test-domain)  (,beta,test-domain)
IT_APP  (,charlie,test-domain) (,delta,test-domain)
DEPT1 (,echo,test-domain) (,foxtrott,test-domain)
DEPT2 (,golf,test—-domain) (,hotel,test-domain)
DEPT3 (,india,test-domain)  (,juliet,test-domain)
ITINTERN  (,kilo,test—domain) (,lima,test-domain)
D_INTERNS (,able,test-domain) (,baker,test-domain)
#

# Now, define some groups based on roles

USERS DEPT1  DEPT2 DEPT3

BIGSRV IT_EMP IT_APP

SMALLSRV IT_EMP IT_APP ITINTERN

USERBOX IT_EMP ITINTERN USERS

#

# And a groups for a special tasks

# Allow echo and golf to access our anti-virus—machine
SECURITY IT_EMP (,echo,test-domain) (,golf,test—-domain)
#

# machine—based netgroups

# Our main servers

WAR BIGSRV

FAMINE BIGSRV

# User india needs access to this server

POLLUTION BIGSRV (,india,test-domain)

#

# This one is really important and needs more access restrictions
DEATH IT_EMP

#

# The anti-virus—machine mentioned above

ONE SECURITY

#
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# Restrict a machine to a single user
TWO (,hotel,test—domain)

# [...more groups to follow]

HOHE CIOIEHIOIAS] CIZE E2

Yol H UM P22 MAEY = AS AO0ICH 0 LHEe2 M2R2 RM= IHs22 HA

10
>
x
04
Mo
)]
o
ol
X
40
%
==
fnl
&
=
o
=
=
|~

I
=

0
ron

Z: g Ol Dgt W JIES AtSotetd 20 &+ Qlth 200 = =% 2
A

OlA NIS & 3JIE |XIoHI| <ok

=)
>
o
Jo
0z
i
5
-J
>
2
=
o
jl
|'CJ
i)
0
ro
=
re
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-

Ha &g st 1

1]

ol S92 AU 18 AFEdi0F =l

23.4.8 J|AoliOF 2 SR At

NIS &Z0lAM M= oHoF & L0l Ot

1
i
=
rol
w]

SMNE FIE M OFAE NIS AEHOICH =J1atD NIS S CHAI
= 22 SXH= NIS OIAHE Mot o™
o AEA "jsmith"'2le MZ22 |SME

# pw useradd jsmith
# cd /var/yp

# make test—domain

e S HE= NIS BOIA AHeStCH 2l At A

Us Haol 22Xt HEY HARFAEIL ditdl= HS Xl &

0
=2

01201 S 2l AIAE 22lXel 2HO. NIS AHE Esotkl =08 =2 R
OF=E 2 & 20IC

23.49NISvl =&

FreeBSD 2| ypserv = NISvl 22H0IHEE RF2H2Z X ASHCH FreeBSD 2 NIS= 2
NISv2 Z2EZ20 AIESHAIE v Z2ESS Cl

ypbind OlE=2 0I5 AIAE0N AHZE B2 8lH2E NISvl AMH
StCH el OI£0l v2 MBI0IN SE2 22

Sc0IHES RFO0l NEEH2tE O HES ypserv= v W 85 RES XIAGH
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E=0h Oetsd 2 v Z2&E208 X&ots 2cie NIS AHIE J= 30l OrAELE
OlE=Z AtZ2E =+ QU ol Ol AbeE 28 AMEotA &= A0ICH

23.4.10 NIS 2cl0[AHED} &J[&E ol= NIS Mt

MH A0l NIS Z20IHER &= ZEl A ZHQ0A ypserv 2 AHE [ =28
Ol MHJt HIPIE & BEZ2EHAEES GIEE FA 21 ZH=2 JAIS0AH el E
ot=S ol Ak £2 d20110 Jtsg 0T M)l AZ&2H I A0A A otLEot
G2 OE MBS0l 0 A 250 JACHE Oldst &4 2201 2dg =~ AU
Z2=2 2= Zc0IHED BZ0t2 ZIH OE MBIt HIelE otedd GHAIRH &S5l XIHECH
Jdeld MBS0l CHAL 2EAF BIRIE G THE0 MBlA=E HS AISE = 81 X0

-S 22 ypbind E Ao SAESE SE MU ZMZ HIE & == UCE NIS
NHE T S HOotO & LSotA 224 H Jetc/rc.conf Ol TIE ctols g =

ULE:

nis_client_enable="YES" # run client stuff as well

nis_client_flags="-S NIS domain,server"

O &2 H2 &= ypbind(8)S L.

23.4.11 1H cC Lo

AME SO0l NISE ddotddD & M JtE 2EHQ 2H= IHARKE L% S - 0ICH
HA=22 NIS MBiJF DES 253t MARES AISEHUE DES E
K&ettt. 2 =0 UWERAZO Solaris NIS SctOIHEIE JACHHE T
IHARAEE AtEoHOF = L.

| >
40

M2 22H0IHEDI ™ LS AtEot=AXl MAStHAH /etc/login.conf & 2Ct.
SAEDI DES 2535 HAREE MEGIESE otddH defaut 2diAe LS &2
ANEZIE ZSE AHOICH
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default:w
‘passwd_format=des:W
:copyright=/etc/COPYRIGHT :W

[Further entries elided]

passwd_format 2XE0 Z&EE £ U= T2 242 o/ mas It JACH22E Blowfish 2F

MD5 2&3t IHARIE).

/etc/login.conf & B1daoldA ™ root & s YES Aol 219 Jls GOIEHHOIAS
CIAl 2 EdH0F =L}

# cap_mkdb /etc/login.conf

Note: /etc/master.passwd 2| A= ZOHE2 270! J|s CIOIEHOIAIL CHAI
ge = & QNI MHASES THAK/AEE HAE MNK LOI0IE X L=CH.

IHARED (20| HEHSH LOHOZ ASHEAU=X &0I6teH /etc/auth.conf 2
crypz‘_defau/fﬁl SEHS =AUE HARE ZECHO| UK OIS, HARE ZOHS
EHGIA ™ 2IAEQ H HMO ol 22 S0 E =0 DES 23535 MAREE

ANEE I SdECIE S &L

crypt_default = des blf md5

NIS AH2E Sct0IHE DIt 2t FreeBSD GIA 12 HHE MRICEHE HAZ2
HERAINMAN HY HARAE ZUS AMEot=Al M2 LXIoH0F =L NIS 22012 E0A
OIS SHOt 2dettH WARE 2o 2HFH =42 AU OE WERZN NIS
NHE FHH M ALZ0A LerEQl HF0|J| IH20 DES € 2= AMAE0l ALSoHoF 2
= OICt.

23.5 DHCP
23.5.1 DHCP & S31QIJt?

S8 SAE 74 ZZEZQ0 DHCP = AIAEOl UWESRAN HZBHM UWEAZL S&0
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LSt MEE 802 £ QULH= 20ICH FreeBSD = ISC(Internet Software Consortium)

A5 HE0l HIIM Z3ote H=2 ISC HHEE== AISEHCh

23.5.2 0| &&= 20l Uoll 23 ot=Ik

S0IHES T2 ) dhclient= FreeBSDUH S&ZIA LD AHEEES net/isc—dhcp3-
server LEUWA AFZE £ QL dhclient(8), dhcp—options(5), dhclient.conf(5) Hs<
HIOIXI2F OFeHel =JIEQ! dIIHe AN S E2E MH38tCh.

23.5.3 ({EH s&Hot=It

DHCP Zct0IHE dhclient It S2l0IHE HAONA AHEH 2F
EZCAEE AIFEH JI2822 0IS2 UDP ZE 68HIS

DHCP Zci0IHE= ABHZFH 0l I S22 &= = UL 28st 2IAE= dhep-

option(5)0lA #S = UAS 2A0ICH

23.5.4 FreeBSD =gt

FreeBSD = ISC DHCP Z¢ct0IHEQ! dhclient 2 256

NEAE2 oIASEAHS JI2 AABEUAM M3t DHCP AHIE A8 &= UWERINAM KtAIS
HERAD £F0 et XAl 2R QA = dhelient = FreeBSD 3.2 2H 2=
FreeBSD 0l Z& %O RUCH

A S0 ULH. DHCP 2ct0IHE

0

| m

DHCP = sysinstall 0l Al X2 & Ch. sysinstall 2 WE<R 3 CIEHIOIAE
&2 20| “Do you want to try DHCP configuration of this interface?” 0] 12,
CHEHYES)2 dhclient & A 85t AZ26tH AsC=2 HERA 48 F

%
0

N e
o

oy M
] o
2
S
£
=

HT
;‘:‘
H0
[wl
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ANABOl AIZHE [ DHCP E AtSotd® s & JHNE £dal0oF &L

® Dppf EXIJF HENH I T JANOF CH IS HE &30
bpf (FreeBSd 4. X0 A= pseudo-device bpHE FIlotd HES CTAl €& StHL.

HE 20 et O 22 2= 8&8= =0

bpf HXl= FreeBSD GENERIC HEN ES LN U2 MEX HES IHALD
UK ZOUH DHCP Hs= flo Fitg 2Re 8l

Note: £3ol 200l RIZGICHH bpf & W2 ALIHOF ZE6H S&GHES
= OIAISH Hroot 2 A &HGHOF TIHets). 2ot I2oHoHH

< MMX bpf E HE0M =ItotH ot =L

o (IS clolsS ZEGI=F /etc/rc.confE £=FEHC:

ifconfig_fxp0="DHCP"

Note: 11 HUIAM HHSIAZ0l sHLZ HFoIIE ot AHHOIAZ

ol
i

dhclient £ O & AXINA ASSHAHUL =IHHC Zei1Z dhclient Off & ZstCHH

i

dhcp_program="/sbin/dhclient"
dhcp_flags=""

DHCP MW dhcpde ZE 2 E| net/isc—dhcp3-server ZEW ZE N QUCH Ol
ZEW= ISCDHCP MBSt 2& 2 MIF AL

23.5.5 It

® /etc/dhclient.conf

dhclient = &A1Y /etc/dhclient.conf J} ZR56ICH 2SS 0 Il &40t

[
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USH LAl F0l JI=23t01 BYSICH 0 &3 I 2 dhclient.conf(5)
OH=<& HOIXIO £EE0 UCH

® /sbin/dhclient

dhclient= DEXEOZ /sbin 0l 23T QUCH dhclient(8) OH=< MO X0 A
dhclient 0ff tHet O 2= 22 HSsthh.

® /sbin/dhclient—script

dhclient—script = FreeBSD 0l &Y= DHCP Z:2I0|HE &F AQEETL

dhclient—script(8)0l &Y 0| UXICH E85| SMII =FE 2= Qi
® /var/db/dhclient.leases

DHCP Z2ZI0IME= 0 Wl ZXRst HIOIEHHIOIAE 22 J| 26},

dhclient.leases(5)0l & XtAISH 830| QUL

23.5.6 O =2 &2

DHCP ZZ2Z&E =2 RFC2131 0ll(http://www.freesoft.org/CIE/RFC/2131/) 2t=H B
A JACH 23 HE2= dhep.org Ol (http://www.dhcp.org/) HAIZI O QUL

23.5.7 DHCP MH £2X & £&F

23.5.7.1 0] BE0NAN FAS EHol=ot

0] &2 |SC(Internet Software Consortium) DHCP AREE A0t FreeBSD AIAEHS
HEH DHCP MHZ SXHotE=E EAXol=A st

M 222 FreeBSDE JI& AAEONM HS6HA 21 HE0 0l MHIAE HESotedH
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ot

LS

flo
0

=
e

rr

HOF

rol

Ct.

ol
H
m
ny
e
B
>
0l
2
2
o
[

net/isc—dhcp3—-server LEE & Xl

4= 2L

23.5.7.2 DHCP AH £X

FreeBSD AIAEIS DHCP M2 AA5HAN bpf(4) HXE HE0 2L aioF =T
HEo 2L otHAH device bpf (FreeBSD 4.X MM = pseudo—device bpHE HE &H

Wl =ototll HES CAl 2= st HE =0l e O 2 2= 8&= =0

bpf & Xl= FreeBSD GENERIC HE0 ZE&EH A28 Z DHCP &2 IoH AFE XA

HeS MaE BRs QUCh

Note: £3ol 200l RIZGICHH bpf & T2 ALIHOF ZEGH S&GHES
= CIAISH H(root 2 A HGHOF TIHetE). 2ot 2I2oHoHY

< MMX bpf & HE0M =ItotH ot =L

ol

I_Q

[=]

=2

oo & 22 net/isc—dhcp3—server ZEZ AX|= ME dhcpd.confS £=HalOt
S JI2dez 0 e /usr/local/etc/dhcpd.conf.sample IOl BH&AEHI| &0l Ol

2= /usr/local/etc/dhcpd.conf& = AFSHCE.

-

dhcpd.conf= AMESY SAEQN 28 4= EEot) U2H, GME 016t OF=F

Al 2SEHHULH

option domain—-name "example.com"; @
option domain—name-servers 192.168.4.100; @
option subnet-mask 255.255.255.0; ©

default-lease—time 3600; @
max—lease—time 86400; ©

ddns—update-style none; @

subnet 192.168.4.0 netmask 255.255.255.0 {
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range 192.168.4.129 192.168.4.254; @
option routers 192.168.4.1; ©

host mailhost {
hardware ethernet 02:03:04:05:06:07; ©

fixed—address mailhost.example.com; @

(1] 0l s JI& 2N THeez Z240HEN Ma3&es SHelsS XNEEStC Ol
O|0I0 CHE O 22 HZE= resolv.conf(B)E =2Ct.
(2] 0l SH2 Z20IAHEI AIEdll0F Tl= DNS A 2IAEE Z0H,)E U=
Xl & stCt.
© ZSCIH0IMEN M3 Y 0tA3
(4] S220IHEE= |R&s dUI2U2Z SF J|I22 RFE AOICH QA HLeH
MBi= 0] 2t2 gtS(x o9l) 2 J|12tez2 &g stit.
e 0142 MHIF MZots = LDII2H0ICH @F max—lease—time =t Ra56}
Ao Z22I0|HED}L 2 AHI|2+E QAEGWOF &0 =20 A2 SC.
(6] 0l s dUII dIEZHU CAl L= [ DHCP MBIt DNS € ZHI0IE
& x| XI&sCH ISC UM 0l &80l ZL0/01
(7] 01212 Z2H0IHEN &Yool fAdl &H & Z(pool)UlA HEH IPFAE AIS
S XIE 2I0|8tCt. & B2 AMEEHE IP =410 U2 B2 Ele F=aL0h
(8] S20IHEN B2 JI2 HOIEHNOIE AASHT.
(9] SAEQ =20 MAC =A(J2HA DHCP ABlE QA0 S0HS W
SAEE OIXE £ ULH).
(10] S8 SAENA & 22 P F=AE YoIES XNFstL. Hsst E8E
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2l==otJ] &0l DHCP M= SAE 0|2 240otJ)l 20 020 SAE

O
018 MtEE = ULCH

o

dhcpd.conf &40 Z2UH O3 Y22 AHE AIEE £ %
# /usr/local/etc/rc.d/isc—dhcpd.sh start

LIS A €8s B3 I HF=E2 U=2X8 €8s UAl 2=06t= s¢t dhepd =
[e]

SIGHUP {2 E 2L SEOtA EEl. SIGTEAM 152 2UNH Z2ANASE EXAIZIL
?ol SE= ASoto M AIEHOF =T

23.5.7.4 W<

® /usr/local/sbin/dhcpd

dhcpd = /usr/local/sbin Lol &<z 2135 QUL

AN

Oi=<& HIOIXIOA dhcpd Ol CHEF O 2= E2E XM

LT oL =2

A

. ZEZ AXIE dhepd(8)
Ct.

[
o

® /usr/local/etc/dhcpd.conf

NH 20l e 322 &8N HMHIASE ge=

[

® /var/db/dhcpd.leases
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OII

DHCP M= 22X 8 &4dE 0] It2o Zest oI OoIAE JHX LD UL
ELEZ HXIE dhclient.leases(5) =2 HIOIXIO SEH KtAIst &H0l UCH

r

® /usr/local/sbin/dhcrelay

dhcrelay= GtLES] DHCP AMBIJF Zcl0IHES RF S UE UWESRAS DHCP
MHOA ZRESH=E D5 &30 AFZ2E 0 0l J1s0l 2R0t0E net/isc—
dhcp3-server ZEE &XI&HCH ZEZ HMEBE = dherelay(8) 0= HOIXIG O
XEMIEE B EI QULH.

23.6 DNS
23.6.1 R

FreeBSD = Ot 2LBHAQI DNS Z2 &2 A& 6t= BIND(Berkeley Internet Name
Domain) HEE JI2X oz AIEEIC. DNS = 0182 IP 42 EAIle Z2ES0I0
HE =0 www.FreeBSD.org 2 #HclE 2 FreeBSD 2 & MHS IPFAE SE2R
2H X8t ftp.FreeBSD.org 2 #el otH 0l %= FTP HAlQ IP A8 SHE0H 0l
BHOHSl BRI LME 2 QLCHL IP FAZ FH2lE BUYH SAE 01822 NS

ANAEOIA DNS lookup € =&t UIBANHE 828 2= 8l

Ol 2M= FreeBSDOIA AtEX= &HE H&EQ! BIND 8.xE &H&HCH FreeBSDOIA BIND

9.x= net/bind9 ZTEZ HX|I& 4 UL}
RFC 1034 2 RFC 1035 0l DNS 2 &E=0| HAIZI O UL

&8 BIND = QY AZTEIN HAMAYIUHA(www.isc.org) 2clstll.

23.6.2 0
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Ol EME OloliotcA® DNS o 2tetE & JHKl E0E OloHaoiOF =l Ch.

20 9|
=8tsk DNS SAE 0IES IP 42 Y
Origin EX = 22 HHol= Z=HIelS 20I8tCt.
named, BIND, ~
FreeBSD IA BIND WRAH THIIXKIE 2= LBHEQl 0|5
Hl A
2l EH Halol & F2E WS MHON #H2l ot AIA" ZZ2HA
o48tst DNS =85k DNS 2 Bt IP =42 SAE 0|82z Y
OIEHYl &= H=o AZEAE., WY AMAEOUA root CI2ERZ OlHZ 2=
root =
20| Q= 240 HI=6IH 2 =2 root & OteHoll UL
= JHOHS =0Ql, AE e L= 22 AstS JHE DNS 2E 949
= OlAl:
® 2 root =0|Ct.
® 0org.2 root & 0OfcHe =0|LC}.
® cxample.orge org. =2/ 0Otel =0|Ct.
® foo.example.org.2 example.org. = 0teiel AE ZOICI0ICE.
® 1.23.in—addr.arpas 3.2.1.x |P 32t Otelldll U= B IP =AE 2l0l6t=

ZO0IC.

oA EUXSZ0l O HES SAE 0|8 220 &
example.org.2 org.2CH O H&6D org. 2!
di0I0t22 Ot AIA®D G HI==5lCH: /dev CIZIEHEI= root OF2HOl RUCH.
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e 20l CHoll &l2lg = A= DNS

® example.org? 22 020 SEZNH U2 0 ZO0IQ! Ot SAE OIS0l IP
FAE SO E M.
o P =2 220 %YE DNS HERE 22 & H(IPS S2E 01522)
® =0|EctL dt= Y UILANHE = UWEAHEHII T2 HU 828 = A2 W
Helol =< olor =L
HA HLAHE IS 22 I 2260
® ZZ DNS AtH= MAl ot 222 UHIEABMH Rl sl JA20 o XA
S8t}
o UERD MHo Ejzs 2400t € MH(DNS EcHZ2 A QlEY Eziz o
5% B8 2AAMZICH)
www.FreeBSD.org € #Hel & i 2IZEHE=E EE 9 & ISP U AHN R SHE

Bt
tH =0
H& = Ch

ol

[e]]]

Hal DNS AHel 22 U A= DNS MBI E
ZE0F 2Z0 AHAEO QI 20 FOtRQ FHels

32 & MAO MSotA & 0.

QIS0 st Bt el
22 UERAZ

Al &l ol A

23.6.4 HEH =& ot=Jt
FreeBSD HIA BIND =22 S€s 0|52 named 2t StCh.
o &9
named BIND dl=
ndc U dis M Z=2
/etc/namedb BIND & AZJI AXl&t ClEE 2l
/etc/namedb/named.conf 0= 480
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1

23.6.5 BIND AlZ}

BIND = JI=2&2=2 &XL) 20 2= 282 dl

U =g 298 I AlZst2dH /etc/rc.conf E LIS

Sl
Ja
J
ol

il

r

e 28 /etc/namedb CIEEHZIN JULD WL ANHIL HMSst= DNS & HEE

I
0
o
Q

named_enable="YES"

o=

nio

=22 AlIZGHH E(

ix

# ndc start

23.6.6 £8 It

8

o
ro
Aol
[
oo

23.6.6.1 make—localhost AIE

22 AYs DNS & IS /etc/namedb/localhost.rev Ol &&oHH & 8Lt

# cd /etc/namedb
# sh make—localhost

23.6.6.2 /etc/namedb/named.conf

02
0%
o
0i

ro
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/] $FreeBSD$

//

/1 Refer to the named(8) manual page for details. If you are ever going
// to setup a primary server, make sure you've understood the hairy

// details of how DNS is working. Even with simple mistakes, you can
// break connectivity for affected parties, or cause huge amount of

// useless Internet traffic.

options {
directory "/etc/namedb";

// In addition to the "forwarders" clause, you can force your name
// server to never initiate queries of its own, but always ask its

// forwarders only, by enabling the following line:

/1

/1 forward only;

// If you've got a DNS server around at your upstream provider, enter
// its IP address here, and enable the line below. This will make you

// benefit from its cache, thus reduce overall DNS traffic in the

Internet.
/
forwarders {
127.0.0.1;
b
*/
FHZ20M £8ot<0l & 23 AHAL HES 2E0tEE WIIM forwarders € &8 3&te
= QUCH LEHHEOl MEUA HEAHE 210 U= SEHS 2= WK S UL AHAHO
BIENOo2 F2IE ZBHC 0/H0 2435 & 23 UHLEAMBHM(E= Ma3E ULAH)
M2z FHal oM AAL HES €= = UL & 23 WS MBI URoot 2T
e WAMHE E45tolH £= 24010
F9:127.0.0.1 2 IIM SHGHA H=Ch 0l IPE =22 & &3 USAHE
FAE HPS
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[
= |f there is a firewall between you and name servers you want
* to talk to, you might need to uncomment the query—source
» directive below. Previous versions of BIND always asked
* questions using port 53, but BIND 8.1 uses an unprivileged
* port by default.
*/

// query—source address * port 53;

/*
* If running in a sandbox, you may have to specify a different
* |location for the dumpfile.
*/

// dump~—file "s/named_dump.db";

// Note: the following will be supported in a future release.

/%
host { any; } {
topology {
127.0.0.0/8;
b
b
*/

// Setting up secondaries is way easier and the rough picture for this
/1 is explained below.

/1

// 1f you enable a local name server, don't forget to enter 127.0.0.1
// into your /etc/resolv.conf so this server will be queried first.

// Also, make sure to enable it in /etc/rc.conf.

zone "." {
type hint;
file "named.root";
b
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zone "0.0.127.IN-ADDR.ARPA" {
type master;

file "localhost.rev";

zone
"0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.IP6.INT" {
type master;

file "localhost.rev";

// NB: Do not use the IP addresses below, they are faked, and only

// serve demonstration/documentation purposes!

/1

// Example secondary config entries. It can be convenient to become
// a secondary at least for the zone where your own domain is in. Ask
// your network administrator for the IP address of the responsible

// primary.

/1

// Never forget to include the reverse lookup (IN~ADDR.ARPA) zone!

/1 (This is the first bytes of the respective IP address, in reverse

// order, with ".IN~ADDR.ARPA" appended.)

/1

// Before starting to setup a primary zone, better make sure you fully

// understand how DNS and BIND works, however. There are sometimes
// unobvious pitfalls. Setting up a secondary is comparably simpler.

/1

// NB: Don't blindly enable the examples below. :=) Use actual names
// and addresses instead.

/1

// NOTE!!! FreeBSD runs BIND in a sandbox (see named_flags in rc.conf).
// The directory containing the secondary zones must be write accessible

// to BIND. The following sequence is suggested:

//
/] mkdir /etc/namedb/s
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// chown bind:bind /etc/namedb/s
// chmod 750 /etc/namedb/s

ME BIANAMN BIND E 2Zote= 2HEU st O 22 8= ME 8FANM W2 AMH
225112 2CHhttp://www.freebsd.org/doc/en_US.ISO8859-
1/books/handbook/network—dns.htmI#NETWORK-NAMED-SANDBOX)

/*
zone "example.com" {
type slave;
file "s/example.com.bak";
masters {
192.168.1.1;

zone "0.168.192.in—addr.arpa" {

type slave;
file "s/0.168.192.in-addr.arpa.bak";
masters {
192.168.1.1;
b
b
*/

named.conf OlAl O €32 =2&) F&e £ =d0l2 HEL GIXC

MZ FOt=l 28 29 M2 & EZ|IE named.conf 0l =JtoH0F &HCY.

A O
= T M

-

1y

dEC= U3 bl

s
0l

[

Ol =0 example.org & Jt& 2HCHEE

zone "example.org" {
type master;

file "example.org";
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tyoe FE2UHA BEHFX0| 0 =2 OtAHO. & E2&= file #20MH EHFXO0I

/etc/namedb/example.org Ol QUCH.

zone "example.org" {
type slave;

file "example.org";

za0/29 A =
OFAE! MBI SQHU &g
QUCH.

23.6.6.3 & Ltg

example.org(/etc/namedb/example.org 0l A=) OFAE = M= OISO 2CH

$TTL 3600

example.org. IN SOA nsi1.example.org. admin.example.org. (

5 ; Serial

10800 ; Refresh
3600 ; Retry
604800 ; Expire
86400 ) > Minimum TTL

; DNS Servers
@ IN NS
@ IN NS

ns1.example.org.

ns2.example.org.

; Machine Names

localhost IN A 127.0.0.1
nsi IN A 3.2.1.2
ns2 IN A 3.2.1.3
mail INA  3.2.1.10
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@ IN A 3.2.1.30

; Aliases

WWW IN CNAME @

; MX Record

@ INMX 10 mail.example.org.

"oz Ble BE SAE 0|E2 HEEE SAE 080|112, B 20 "."0| 8= A2

Origing &X&tCh. 8 s wwwe= www + OriginOICh. JFal & T WA origin

example.org?| 20 wwwe= www.example.org.& HZ3 & C.

recordname IN recordtype  value

OfF 2EtHOZ AIZE&= DNS dIZE:

SOA EO| AT A

NS ASS JHE HIYMH

A SAE T4

CNAME delHAL IH-LIZ (canonical) 0I5

MX He AdAXIH

PTR CHQ WY ZOH (A2E DNS Ol AtEE =)

example.org. IN SOA nsi1.example.org. admin.example.org. (

5 ; Serial
10800 ; Refresh after 3 hours
3600 ; Retry after 1 hour
604800 ; Expire after 1 week
86400 ) ; Minimum TTL of 1 day
example.org. SOHQ OIE0IHA O & W9 Origin
ns1.example.org. ol =0 et /et JIE WY AH
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O =0l CHEH MU0l A= ME, "@2 =20t .22 WHECH

admin.example.org. )
et A <adm|n@examp|e org>= admin.example.org & HHAC}.

oMol Alelg . 0lX2 & W0l =& HOtCH Stol O

10
Sl 28 22 2ekes Ml HS2 ywyymmdar S
HASBHCH 200710471002 2001 & 04 € 10 20l OFX 2

+HEIUAUSS 20I6t], OFXISe 02 = 0lY & Oiol =&&
2 QI0ISHCH. Al2lg HS= &0| H0E EAS M
=dI0lE UWILAHHMHA 2 FI1 20l =260

@ IN NS nsi1.example.org.

01242 NS HEZICH =0l Uie 22 SIS I8 2E Y AHE 0l2 HEZIE oL

XD QUL HIIA 2 @ EAl= example.org. ot € == QL @ EAlE Origin @2

HF = Ct

localhost IN A 127.0.0.1

nsi IN A 3.2.1.2

ns2 IN A 3.2.1.3

mail IN A 3.2.1.10

@ IN A 3.2.1.30

di2E= Hal 0182 20 =CO. |/I0M 2A=0l nsl.example.org = 3.2.1.2 2 oS & L.

A Al Origin Al @)F HIIME AMASEJAI| 20 example.org 2/0l= 3.2.1.30 22

ol & =1 Ct

WWW IN CNAME @

HEULIZ 0I5 dZE= BES HAM L2lASE edol=0 AIZ=CH WHA www =
origin @& HEAI= HAIOIL example.org(3.2.1.30)2] LelHALH CNAMES= SAE
0|29 42|HAZE HMZ25IHU 2H2E 2BI9 e Al &= SAE 0|2 &hLtL.

@ INMX 10 mail.example.org.

MXHdAZE=s 22 S0H2= HEs OE HE MBI MOolot=Xl X &St
g= OIZ MBS SAE 0180112 102 HE AHS 2=2ICH

|'|JO

mail.example.or
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3,2,19 2= o U2 HY AHE JIXD US £ JACH MY MAHsE HSe=2
example.org 2| JI& =2 & =12 MX0l EZ2 AIEotD] & M 24 =9 S2=
Lol HESHH MEE WMIK AIZEHCH

in—addr.arpa & M0l=(Fesr DNS) A4 L= CNAMEUHA PTR HERZIE AIEole S
Melotn 22 ZoH0| AFZEICT.
$TTL 3600

1.2.3.in—addr.arpa. IN SOA ns1.example.org. admin.example.org. (

5 ; Serial
10800 ; Refresh
3600 ; Retry
604800 ; Expire
3600 ) ; Minimum

@ IN NS nsi.example.org.

@ IN NS ns2.example.org.

2 IN PTR nsl1.example.org.

3 IN PTR ns2.example.org.

10 IN PTR mail.example.org.

30 IN PTR example.org.

Ol = HYst IP A8 JHAS Sl SAE 01822 el =0

23.6.7 A HEAH

| 8l= UIZAMBICH E=ol Aot US0 AtEot)|

0
flofl Aclet LHIES Dot UL 22 &= Egolhl =2 2EHH2 UHEAHEZE
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23.6.8 Sandbox 0IAl named &2

named(8)2l 2ot 23at)| |l SA0I e RANZ Aot sandbox ClEE2l2
chroot(8)ot== &&SHCE. 0l &F2 sandbox 2AF0A named HE2CZ2 LE H2S
ol A named M Zde TIoHE =0l=0 =01 €t JI2EH2Z
= M2 FreeBSD = bindcl= RAM2 A5 JHKILD UL

| named £ chroot 2 A& 5t= 4l jail(8) LHEMA named 2

0
EEot=S sttt 0 AE@0lM= 0 &0l tHol CH=X &Z=C

named = sandbox A2 Z(2& ctolE2ele 2 A E) B 20| XHHED| W20
named J|s0| HEGIH S&GIEE2 Z JHOl SHHIF ZER6ICH C
sandbox 2 BZ = /etc/named 012 O CIEHZIQ LHIE2ES £=HolA 2ot==2

SZotUCH] JHEECH root 2 &S HHE = &tC.

0o
U
5
| fﬂ
2
x

Ol

Ct:

o

® namedOl 228t 2= CEHZE MH

# cd /etc/namedb
# mkdir —p bin dev etc var/tmp var/run master slave
# chown bind:bind slave var/* @

O named Bt OIS ClI2E{2I0l MAD| ASH0| ZRBICH

o
Q

e J=Z & £31es UAl =Hlotd 44

Iy

# cp /etc/localtime etc @
# mv named.conf etc && In —sf etc/named.conf
# mv named.root master
# sh make—localhost && mv localhost.rev localhost-v6.rev master
# cat > master/named.localhost
$ORIGIN localhost.
$TTL 6h
@ IN SOA localhost. postmaster.localhost. (
1 serial
3600 ; refresh
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1800 ; retry
604800 ; expiration
3600 ) ; minimum
IN NS localhost.
IN A 127.0.0.1

i

=Pl

J
ro

® 0| &2 named Jt syslogd(8)0l H&tst AlI2tC2 21 Ct.

® [reeBSD 4.9-RELEASE 0|& H&EZ2 A2 S0/2tH named—-xfer& E&HOZ

238 SAIE2sS LEAA sandbox0l SAFSHCH:

# cd /usr/src/lib/libisc

# make cleandir && make cleandir && make depend && make all
# cd /usr/src/lib/libbind

# make cleandir && make cleandir && make depend && make all
# cd /usr/src/libexec/named—xfer

# make cleandir && make cleandir && make depend && make
NOSHARED=yes all

# cp named—xfer /etc/namedb/bin && chmod 555
/etc/namedb/bin/named—xfer ©

HdMoz 238 named-xfer It} AXlE & AA E2|0 2l0lE22ILE Z2 19
o g SA20 X 222 4= s Helojor =i

# cd /usr/src/lib/libisc

# make cleandir

# cd /usr/src/lib/libbind

# make cleandir

# cd /usr/src/libexec/named—xfer
# make cleandir

© O SHHNAN 2RO M) 55 BOEUCH SHIF 2ot Os Hds

AtE et

# cd /usr/src && make cleandir && make cleandir
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el /usr/obj ECIZS AMMIgtCH
# rm —fr /usr/obj && mkdir /usr/obj
Ol H AA EClUAM "cruft"S A2Igt & {2 StHE LAl AIE6HH HE5|
FreeBSD H& 4.9-RELEASE LI 0] & HEZ2 AE8HCHH named—xfer 2
F

0
Jusr/libexec 0l 2AI5IH H@XO2 3Jt & 1D, 01212 sandbox 0Ol EALE O

2ES| cp(l) EEE AEE ULH.

1>

® namedlt MIIE & = JUEF dev/nullE 2HELCH
# cd /etc/namedb/dev && mknod null ¢ 2 2
# chmod 666 null

o

® /var/run/ndcE /etc/namedb/var/run/ndcE & =% ZASHCH:

# In —sf /etc/namedb/var/run/ndc /var/run/ndc
QA stCh, 22 E M /var/run 2 W=0| & XTI R0 S=otCtD
S

M2ACH @reboot SEE MESIES 0 BHES root crontab 0l FIHE
(]

UCH 0l0 28 O %2 Z=2= crontab(5)0lA 2 = UCH

HT

® named)t HAE £ Aes FIIEQ |o Aol = syslogd(8)= &AL

Ol —//etc/namedb/dev/loga ZFI+&tC.

0x

g
HHE Jetc/rc.conf syslogd._flags ©1

® namedlt AIZoHAM sandboxZ chrrootot&E 2 O 2tRlS /etc/r.confOil =JHotXd
Z=d|stCh

named_enable="YES"
named_flags="-u bind —g bind -t /etc/namedb /etc/named.conf"

Note: &AWL /etc/named.confOll sandbox 2t 2= BUHBZE EAISHLE.

OE =™ 22 oA ANMIIYE /etc/namedb/etc/named.conf &=
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o| 0| 8tCt.
CtS &A= /etc/namedb/etc/named.conf Bl named JF ™ == =610 LA
e R0AM =00 Z=Xl XNESCH OS2 M2 8H0ICHAHIIW A= sandbox Ol Al
22 = DNS AHE <ist SE8st T2 &3 2 glth:

options {
directory "/"; @
named-xfer "/bin/named-xfer"; @
version ""; // Don't reveal BIND version
guery—source address * port 53;
b
// ndc control socket

controls {

b

/1 Zones follow:

zone "localhost" IN {
type master;
file "master/named.localhost"; ©
allow-transfer { localhost; };
notify no;

b

zone "0.0.127.in—addr.arpa" IN {
type master;
file "master/localhost.rev";
allow-transfer { localhost; };

notify no;

b

type master;
file "master/localhost-v6.rev";
allow-transfer { localhost; };
notify no;

b

zone "." IN {

unix "/var/run/ndc" perm 0600 owner 0 group 0;

zone "0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.ip6.int" {
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type hint;
file "master/named.root";
b
zone "private.example.net" in {
type master;
file "master/private.example.net.db";
allow-transfer { 192.168.10.0/24; };

b

zone "10.168.192.in—addr.arpa" in {
type slave;
masters { 192.168.10.2; };
file "slave/192.168.10.db"; @

b

2

2= W0l O =EE2o AUTts 2= XAlIGH|

| /etc/namedb 2 SL&S J|AsHCH.

ro

O Jdirectory F22 named 0 =
ol /2 NEHN JACHL L X

{¢]

in;
JI2X9OZ named Jt /usr/libexec Ol named—-xfer& == 20t =

=201 220t

%= A= OIL0ISS KNHSHCHRIC directory 21t

o

© namedJt O] &9 = s &
2 UCH.

O = [t20| OIAE AHOA 226 B85S = pamed JF & M2 SAI2S 4ot
= IYL0IEES XNHECHRAQ directory 21 2& QUCH. 0122 slave CIEEH2IS 4
SAUE Ao & AWM 2 bind 2 A HIRHOE XS BEHEC

2 HHE OIXID AHE M 2EolHU syslogd(8)S M Al&EEH & named(8)E Al&tot2
syslogd._flags @ named_flags 0l XIZSt MZ2& S&E0| A& =X &QeIstCh. Ol A

named £ SAI&t sandbox & 2E& %= UL

23.6.9 £¢0t

BIND Ot DNS & JtE BEEXOZ MEEX D JUKXCH &ah 2ot 2RI LM CH [HetA
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FrEE B sn ﬂ}j:frmfﬂﬁgﬂ I:: i?:l?@?isclijinc .com>

= otCt.

RACZL FHAFO0 &£A

U

Jt

oIr
0x
ro
Of

CERT 9 (http://www.cert.org/) 22 21NE D S Y Y FreeBSD E2F 2 X0l
Chet Zlal Ol 5E EE = UAEZE FreeBSD 20 210 HigH

2l A E(http://www.freebsd.org/doc/en_US.ISO8859-
1/books/handbook/eresources.htmI#ERESOURCES-MAIL)0ll JI6te 21 £2 M20|CH.

Tip: 2 2HIt dotH 2 & ~AAZ 20N named € MZ 2=06tH LIoHE

23.6.10 O ¥z A=

BIND/named OH=< WOl XI: ndc(8), named(8), named.conf(5)

24! ISC BIND HIOI Xl (http://www.isc.org/products/BIND/).

BIND FAQ(http://www.nominum.com/getOpenSourceResource.php?id=6).
2ct2el DNS2H BIND 4th OICI&E (http://www.oreilly.com/catalog/dns4/).
RFC1034 - SHIQl W - A8 [SEAH(ftp://ftp.isi.edu/in—notes/rfc1034.txt).
RFC1035 - SOl Ul - St &AM (ftp://ftp.isi.edu/in—-notes/rfc1035.txt).

23.7 OHUtAl & At
23.7.1 MK

FreeBSD= AIHIS It =2e & AMOIE S £ RS 2got=Ul ASEL AHALNA
Y %0l S = & ABiE OHIIAl & AHCH OMIEXl AZE 0 WIIX= FreeBSD
UL FreeBSDE X8 X [ OHIXIE &XIGHA AUCHH

ww/apache?2 ZEOA EXI& &= UCH

]

X OITIo0l 2&

| O
www/apachel3 = ww

C
sl
C =
—

OHIIXIOt 83X 2=z &XIHH Z4FS of0F =L

ﬂ])*
l

Note: Ol M&2 FreeBSDOIA JtE 20| At2E= OHIFX| & AH 1.3.X H&EO
CHol & StCh. OHIFXl 2.X0t M22 Jl=s ¥ otAXIBH (IIME &ZotXl

r|6
ti
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2e=Ch OFIFXI 2.X0 Chet O &2 AE = http://httpd.apache.org/S 2L,

23.7.2 28

ool OHIFXl & MH ZFMYE FreeBSD 2 /usr/local/etc/apache/httpd.conf 0l & X
S0 O e # SN2 AHEE=E =4 2ol J=s dgHe FUA HAE
SFMLOIC Jtsst RE 8% @9 ZZXO 4H2 0] Mo HISE HOHLI| HEO
OIIM= JtE getdol 848 ¢es HYSH.

ServerRoot "/usr/local"

Ol=x2 OtmMXlI £XI2 Jl=2 C=gel X8 XEEL. giolddl=s MU

root(/usr/local € 2/0I8tCH 2l bin It sbin ME CI&HZI0 MEZD &30
etc/apache 0l M& & Ch.
ServerAdmin you@your.address
0] == MHO =XIF UAS M HYLS BlHe ROICH 0 =A== HA
HOIXI™ME MBI MAdot= ZEZE HIOIXI0 LIEFHCH
ServerName www.example.com
ServerName = &8t SAE 0|20 CG20CHH(CHAl Lol SAEQ AXM 012 U4l
“‘www'E AIE) A2 Z220IHENH BEHTE SAE 0188 AFSHC.
DocumentRoot "/usr/local/www/data"
DocumentRoot = e &E2 EME HS3dot= CleHCICH JI28ezg B
A2 0| CEH2IWAM JIFHLXE CHE |/XIE XN&E6H)| |oll &= 232
HZIHAE AMIESE = UL
Korea FreeBSD Users Group - 64 - http://www.kr.FreeBSD.org/

KFUG


http://httpd.apache.org/
mailto:you@your.address
http://www.example.com/

FrecBSI) § /oo Free8sD

<rick@rickinc.com>

HEGH| &0l Ot Xl &MY sS WHCZE SAtol F= W01 ECH 230 SFEAEUE
OMHIIXIE A& =HIJt SACH

23.7.3 OHILEAI A%}

OlIXl= 02 HWERA MHKXE inetd #IH MBONAM ASZX L=CH 2

BetRMe HTTP A= O 2| M2lat)| fdi standalone & AEIEE AASHCH &
A EZ Jisdt 2tes] AR, EXl, M ASE 2= AL OHIIXIE XSS

# /usr/local/sbin/apachectl start

e ¥238s 0|20l AHEX MHE AR A2 £ AL

# /usr/local/sbin/apachectl stop

Ol Ol 4802 s HAGH NAHE M AlIZo0F =C}:

# /usr/local/sbin/apachect| restart

AAEO0L AIEE [ OHIEXIE A A TS 2telS /etc/rc.conf 0l It

ol
O

apache_enable="YES"

AAEI0 BEE [ FOIEQ HHEN 2ol S&A= OHIFX| httpd Z2 30| X&GHAH
rc.conf 0l =JtHCl cielez s&82 XI&stC

apache_flags=

OlHl & MBIJF AIEZI D & BNl Atto://localhost/2 NIEGHN & MOIEE € =%
QULH EAIZE 212 & WHOoIXl= /usr/local/www/data/index.html OI C}.
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23.7.4.1 mod_ssl

mod_ssl 2= Secure Sockets Layer(SSL v2/v3)2t Transport Layer Security(TLS v1)
gt 25352 HMZot)| foH OpenSSL 2t0IE2{2IE AI=StHLH 0]

=
MEE= SENE MSBcte 20 SZEANE REFGH)| foi 2RE 2

23.7.4.2 mod_perl

OlTIX/ Sg ZRNME= 26t Tz )Y A OFIIX & ABHE S&otl UCH
mod_perl 22 dEOo=Z HES S &ME & QUCH HCOHOF MBI

W&EE CIHZCIHZ 2R AHZCIHS QHIER E22 AMAHE [He HEEl(penalty) S

OFZ! OIIIXIE &EXIGHA 2UCHH mod_perl0] Eet= OHIMX HAE S www/apachel3—
modperl ZEZ AXI& £ US 210ICH.

23.7.4.3 PHP

“PHP: Hypertext Preprocessor” PHP = 2E 4
AE2E D S8 & g HTML O W& S= ol & sict. *201 C, Java 2l E 1t
Hi==adlol 20 IR &0 A JtE =& SH2 & NEXS0| SHCZ MHE:=

2 HOIXE WEH 8= == UAH otXIEH PHP 2

@
62
r1o
by
o
o
4>
$0
[w]

"
1

PHP= lang/phpb ZE=Z #X| UAS AOICH
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23.8 It s Z2EZE (FTP)
23.8.1 He

I 885 Z2ES(FTP)= FTP AHZRH SMUIA 2HESHH IS M&cts 2EYS
MlZetlt. FreeBSD = JI2 AIAE0 FTP AMH AZERN ftpd It ZE
HJIM= FreeBSD MM FTP MHHE &XIGtD 2elotEE Ot Moz HAHSH,

0
[w

Y SR8 48 Hile FTP AHE OE HEOl AISE =
OICH LBHEQI FreeBSD AIABEZ CHSH OI20l AHESHs

UK 2 unknown FHIE 0l HEWH 28 £ 00t L. /etc/ftpusers e
O

HE KM FTP AIES 2&ol 26X &0 HMetotld 42 AOICH 0l 2 /etc/ftpchroot
mez 48 &= UCH 0] W0l FTP AFES MEtotde SM2 O8S UEstth
ftochroot(5) OH=< HIOIXIO XtAISH &HO0l JAJ HE0 6IIM= O 014 BHGHK

22 MHOl 2 FTP AlE2S o206t ™ FreeBSD AIAEI fip 2t= 0182 SNE
MAMGHOF ECH D2l KM= 84 018 ftp L anonymous @F MARHE(HERSZ
HAKEN SMe 88X MY F=AE AMESHIHZ Hel29 FTP AB0 223018 4= QL

AE |MIH 20I6HH ftp A2 & CIAHZIB AFE6tES Hgtot)| fIol FTP A=

FTP 220l EN E0FD| foll & HAIKE LEE £ Us F e 2HAE Q|
QUL /etc/ftpwelcom ISl LHK0l 21090 TEIZTEJ} LIEIUD| Hol SHSOIAH
BOXCH 20010 HZ26FH /etc/ftomotd LS HEES BEWHECH 0 IHY B=2&=

Z0 SFFW AUH0II 2ol 2E SMUA ~ftp/etc/ftpmotd It 204 &I Ch.
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FTP MHE A&3| 888t & /etc/inetd.conf E &4 3tallOF SCH. & 4d3iols YES2
St=5| ftpd 2l YE 22 # HAIE AtHISHCH

ftp stream tcp nowait root /usr/libexec/ftod  ftpd -l

Ol 23-1 0l Eas AXE 0 S¥IYES £Fs £ inetd A EFILS CHA

[w
00
[
my
o
Qﬂ
=)
m
_|
0
>
T
2
HU
u
5
1
0
)

% ftp localhost

23.8.3 &l

ftod QI22 22 HAIXIO0 syslog(3)E AIZECE JIEECZ AlAY 27 IS
/var/log/xferlog T2l FTP 2&E (X0

/etc/syslog.ocnf M2 OIS 2iols HASH £=HE £ U

ftp.info /var/log/xferlog

21Y FTP AHHE SYolH =8 SHIt M2 = U= A2 &0 JA0OoE =t S3l
oY FMI M2 P2 g = JASTE ot= Aol OIoH CHAl M2al 2CH 22 FTP
AOIEDI 8 AZE UL Hl &40 He= A2 2H 2 ANOICH FTP 228 &
2RIl JAUH HOldS 4350 O 9dY RMS0| 0l W2 = = AEE sttt

23.9 Microsoft® Windows® Z2Z2I0|HEE st
2D TSl E AMHlA (Samba)

e

Hi= OO 2AZE A& Z20|HEN MY ZE MHBIAS MEols REE 2
F

A ATERO IHIIXCH Olelgt SH0IHE=

.B\:I

b 0z
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Is

ElEe0l HZot0 AMHEE = ULH

AtHE AT EQN IHIIKl= FreeBSD &Xl DICIHN ZEZ 0O UL FreeBSDE HS &R
&2HHIE A XIGHA L UCHH net/samba3 ZE MIX=2 EXE 4= UL

=
=

23.9.2 £&

JlE &tdl 83 W2 /usr/local/etc/smb.conf.default ff &XI&C. O] I
/usr/local/etc/smb.conf Ol SAGI0 AHIE AFE6HD] &0 =& 8.

njo

smb.conf Y2 Tl A SeH0IHEN B2Rotd= "IMLAIAE” Fogt 22
}

MUl BEtY 2FFER

23.9.2.1 &tHt & JIEt €& AtE (SWAT)

x| &
=

atdt & DIt S(SWAT)E inetd Ol=222 AMEICt MetAd &bt ZF0l swat 2 ALSSH)]
=

SOl /etc/inetd.conf OlA CHS 2t2l9

swat stream tcp nowait/400 root /usr/local/sbin/swat

GlMl 23-1 0lA Y60l O] E8IYLS =88 Z inetd )t E8TILS TAl HES
oll OF =IC}.

inetd.confOil Al swat0| & MO0l http://localhost:901S &5 H&ES £

w O0x
fol
0
e
T

b
UL HSAH AIAE root HESZ Z0l6H0F S L.

olel &bt && HoIXIo &3H22 2018 = AAHE 2HME MU "Globals’

o -/
Bie 226l &F2 AES 2= QUL 0] Globals && 2 /usr/local/etc/smb.conf 2

23.9.2.2 Global €&
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swat & ASotHU /usr/local/etc/smb.conf & &8 £=&&6IH2E AMHIE &
OFF=XIH &€ = Bm &322 OsSy 20k

0
ot

(CH

workgroup

Ol NHE AI2E ZHRES NT 02! 0IS0ILt Workgroup 01§ &&.

netbios name

07
s
x
==
-/

Jb 2 ZE NetBIOS 0I5 =
HES 2L

nx
0
rol
O

)22 ZE SAE DNS 0|89 A

e
=
oY
H

server string

netview B MHO st &2 = O WERIAD S0l EAZH= 22X

(=RSES U

o

23.9.2.3 2ot £F

/usr/local/etc/smb.conf Ol A JF&

SHe IMARE HBHOICH O 30| 0l 82 MOt
security

S8 security = share & security = user Ch.
2 |M 0|55 ZCl0IHED AI2EHUHH user dl&

BOIS AFSSHD B 200ICH 0120] JI2 2oF FM0|1 ZRE KW F25D|
M0l 22t0l9iES 270101 BRSHCH

share dl® Z2otHN SR XN A&

&) M0l Sck0IHE=E Red |A
Of 200g 2 A P

s
o giCt O €30I KA &Ht BHES JI=
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passdb backed

AtHl= 44 JHSl backend 915 RES
QIOIEHIOIALE =XE IHAQE T2 Z20|HEZE oI=st = QUL J|1E 2l

B2 smbpasswd 01D HIIM EHSEHC,

01

smbpasswd S A& AMHIDF 2el0|HEESE IsE £ U=
/usr/local/private/smbpasswd IIY S MAHOF S 2= A

MstS FoIS (1S BYS ALSSICH

=M HES0H B2

# cat /etc/passwd | grep —v "#" | make_smbpasswd > /usr/local/private/smbpasswd

# chmod 600 /usr/local/private/smbpasswd

EME ool =0t 012 Jl=H2l WA

AAEI0 2EE [ AHIE A&GIAH /etc/rc.conf Ol TS 2t

o
o
4
o
]
[wl

samba_enable="YES"

Cs BE= 2ot ANcte AHIE Al

I
!
1
s
O

# /usr/local/etc/rc.d/samba.sh start
Starting SAMBA: removing stale tdbs :
Starting nmbd.

Starting smbd.

AtHl= AFA 312 HI2ez FAEDN UL nmbd 2t smbd GI22 samba.sh A3 EJ}

AIZSECEH smb.conf HIAl winbind name resolution AHIAE E43IMCHH winbind QIRE

ANEEE=E S = = UL
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Che 822 et &HIE EX AMZE = ULk

# /usr/local/etc/rc.d/samba.sh stop

Atl= OHOIA2AZE AE2R HERIR JIsHCZ SEte 2 2ZE/NLL
OHIIAM Z&Fots Jlz= &X 0la2 JIsol et O @2 E2= http://www.samba.orgE

Jor
o
o
O

23.10 NTP
23.10.1 R

AIEOI XILEH ZFES Alt2 F&d0l ZHACH NTP(UERA At Z2ES)= Al
ZE Gt ot= 8Ll Y- 0ICH

o

22 2UHI MblA= FRE A2t H22500 QA0 AI2E0l E&olioF 018 &€= = UL
HE =0 & AHe W0l EE A2t 0I=0 =3-HACUE 0 LS 2EUHEts RES
22 2A0ICH cron(8)2t 22 MHIAE FO& AIZH0 EES +=~ECH. Al2H0l X
EFeEld 0= 882 EeE A2 28X Z=C0

FreeBSD = A2 AltS SFD| ol CHE NTP AU FH2IE 2WHL THE HAO
A2 ABIAE HZot=0l ALS NTP Mt ntpd(8)2 JtXI1D RUCH

”_l,

)
W
o
N
1o
o
ro

NTP AHf &fed

AZtg SD13t6ted™ st L= St 0lA2] NTP AMBHE &0t0F SHCE 0222 UWESRZ
2te|XtLE ISP It Olet SHS 2 NTP MHE ZF6tAS 01T —— 0lfgt 3% IS0
H3Bote 2ME EQISHCH HHAZOAH I NTP AHE FHO0tH 3F 2=z MEE =+
Uqz= NTP M 2lAEDE QUCHhttp://www.eecis.udel.edu/~mills/ntp/servers.html). « EXEt

x
&
10
0
J2
ujo
e
b
ol

D BRs 2D slas el

HAZ0l AFEGHE MBIE AIEE == SJILE AI2H0l REEE = QI =20 2201 X

22 0d JHe NTP MHE MdBigts A& £2 M20ICh ntpd(8)2 THE MBS SEES
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Xl

or

Moz #=0 —- 0lH2 AFE ABHEC =¢Fe A8l O | SotCt.

23.10.3 &l &4

23.10.3.1 Jl= &3

Halol SEE M AlZIS SD18t6teiH ntpdate(8)2 ALEE == UL 012 X= M
t

2est 2 HA238 HAlls Aot HHFE2 Hal2

IH ntpdate(8)

& £ ¥ A S Jetc/rc.conf Ol nipdate_enable="YES 'S ZI}8tL}.
el sJlgotde 2 M
f

t 5t
HE ntpdate(8)0ll @& ZeH2 &M nipaate_flags Ol

23.10.3.2 LetH0l £ F

NTP = ntp.conf(5)0l &Y= ZOUOZ /etc/ntp.conf Ol &S D] ME O AIF JACH

server ntplocal.example.com|prefer

server timeserver.example.org

server ntp2a.example.net

driftfile /var/db/ntp.drift

server SE2Z HE MHE MEEX 2 2tol0l MH SHCHA XIEEHCH M H Ot

ntplocal.example.com 1t 20| prefer AIA2 XEEON JACHH 0l A= TOE MBHE

SEAAO0 JULH L0 U= MBS SEO0I OHE MHS SE0 22 X010t JATHH

HOIEID DX 2o™ g SES D6tAl 20 MEECL prefer ikt B8 SEEt
X

A2t 2LIEHE ot=A0XE Ot E&otthd 2 & NTP Al AtE=CH
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driftfile 82 AMAE AlZte] BIRisH SAlg MEE MY S XEEHC ntpd(8)2 Al2t0]

o
AE =Sz EYot=dl 0l SES AMEotl, RS 2 Al20l €& Al

ariftfile 82 AES2 NTP MBS JIE SOl et 28 &g Wes XFEttt. 0
2 NTP 2 LHEel 328 Zgetlh. UG8 ZZAAI 0 S +=dotd ¢ =t

AEDN E28 £ QUL /etc/ntp.conf 2 restrict

NTP MHO 2E HAIS 822 HEoHHY OsS 2tel2 /ete/ntp.conf Ol FI18HCH:

restrict default ignore

Oelze UWERAZN UAs HAEE B E AlZtE S)letotl), ABHE 8ot U SIIRE
HEOHA @22 2018 U3

restrict 192.168.1.0 mask 255.255.255.0 notrust nomodify notrap

192.168.1.0 2 0i=2 UWERZA F=41) 255.2556.255.0 = A OtA AL

/etc/ntp.conf Ol 424 JHQl restrict SE =2 KNEE 2= UCH O XHAIE AFER
ntp.conf(5)2 22 MO X0 st 222 =C}.

N

3.10.4 NTP AHH S8

SEE [l NTP MHE AIEGIAH xntod_enable="YES" etRl2 /etc/rc.conf Ol F=IF8tCH.
FIHEQI ZElOE ntpd(8)Ul EE25ted® Jetc/rc.conf & xntpd_flags WA EE =HSHLF.

a2 W 2K 20 AHE AMESHHAH Jetc/re.conf & xnfod_flags Ol 2 IHE QI
OHH=ZE XNIEGILD ntpd E A SICH HE S OS2 20 & @sC
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# ntpd —-p /var/run/ntpd.pid

Note: FreeBSD 5.X 0IM /etc/rc.conf 2 0ied JHAl & OIS0 BIRHIUCH kM

xntpd 2 BE QUAHAE | 82| nipd =2 UAISHLE

23.10.5 LAIEQI QIHY HZO ntpd(8) ALS

ntpd O HES Jls W20l QEWH HENOR iy eIl gt U QLEN o
HIEA02 UNMOR AABCIY Ha LIS AT ZS SAsHs S0 NTP
EmE WAsls AT ES MA0ICL KM PPPE AFZSTIY /etc/ppp/ppp.cont Of
fiter 152 MBE % UCH KIS S S 20| HFE 4 UCH

set filter dial 0 deny udp src eq 123

# Prevent NTP traffic from initiating dial out

set filter dial 1 permit 0 0

set filter alive 0 deny udp src eq 123

# Prevent incoming NTP traffic from keeping the connection open
set filter alive 1 deny udp dst eq 123

# Prevent outgoing NTP traffic from keeping the connection open
set filter alive 2 permit 0/0 0/0

Ol XHAISE AMSEE2 ppp(8)2l THA! ZE & A&t /usr/share/examples/ppp/2 GIHIS

Note: 1@ ISP = 0Olcl H2ZH Us LEVSE AU0tA SEOI HaM =&
Eot22 NTP JIsS AFE0HAl Retlt.

Qj
-

23.10.6 O =2 &2

NTP MH A= /usr/share/doc/ntp/0lA HTML 2AE &S 4 UL
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